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1 %éﬁ
it (p2)

SEE 02) [ ) ®3) | RE 03) | B0 (04) | root A (p5) | RN (p6)
IEAEEAT AR AR S5 R

# uname -a SRECRZ A (CFIBSDRRAS)
# 1sb _release —a BT LSB RAT A &
# cat /etc/SuSE-release FRHL SuSE ARAS

# cat /etc/debian version # FRHL Debian JilRA<

1/ /etc/DISTR-release H.HDISTR(&4T485)= 1sb (Ubuntu), redhat, gentoo, mandrake, sun
(Solaris), #E%%,

H = =

# uptime # WOR RGETFHISAT B BLAEL L R TR]
# hostname t BRARFKENSA

# hostname —i # WoRENL 1P bt

# man hier #RIA SO R G H R4

# last reboot B WOR ARG n A I P Rl sk
1 1 ﬁ% /f/:l: ,flq SN

DA AZ AN 281 1) B A

# dmesg # ARSI B (PR AN ST R

# 1sdev # T Ot R

# dd if=/dev/mem bs=1k skip=768 count=256 2>/dev/null | strings —n 8 # ZH{ BIOS {35
Linux

# cat /proc/cpuinfo # CPU &

# cat /proc/meminfo t NEER

# grep MemTotal /proc/meminfo # ORI AE RN

# watch —nl ’cat /proc/interrupts’  # W WNAZACFEEIK BTG b T

# free —m # BB AN ANAEE (m o MB)?
# cat /proc/devices # R AT O

# lspci —tv # o8 PCI %4

# lsusb -tv # 7~ USB 4%

# lshal # TN R EEYIR

# dmidecode # Wor A BIOS H3RILAIRECHE B
FreeBSD

# sysctl hw.model # CPU HE

# sysctl hw # 3R 2 AR S

# sysctl vm # BN A S O

# dmesg | grep “real mem” # YN

# sysctl —a | grep mem # NN B E RS B

# sysctl dev # N M ETAZ DN E I B A%

# pciconf -1 —cv # Won PCI W&

# usbdevs -v # 7~ USB 4%

# atacontrol list # Bon ATA W4

1.2 BRREGR

LUN r A B T4k IEAE RSB T B IR«

# top # WoRAEFATH cpu 2 MR
# mpstat 1 # o EERRA SRR S

# vmstat 2 # WREMAAAIRSE R

# iostat 2 # Won 1/0 R&FERE QB [HE)

1. B %2 Linux RATIRTEE A1T%%%, Wi: apt-get install procinfo
2. PRI S SWAP 23X
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# systat —vmstat 1 # R BSD RGUREFERE (1 > [HE)

# systat —tcp 1 # 7~ BSD TCP A7 B (] PR —ip)
# systat —netstat 1 # B8 BSD My MEERAE S

# systat —ifstat 1 # 278 BSD M4mr MR wifE S

# systat —iostat 1 # B~ BSD CPU A4 FH 1L

# tail —n 500 /var/log/messages # WonEoHb005 W%/ R4 H & fE B

# tail /var/log/warn # SR ARG L5 B (Fsyslog. conf)

1.3 HF

# id # WoRAETH AR 4R 1D

# last # Y HAT S EBA RGP HSE RS
# who t BRHEAREHHIER

# groupadd admin # EH A admin” M IHETH P colin FEINA admin FH P4 (Linux/Solaris)
# useradd —c¢ “Colin Barschel” —g admin -m colin

# userdel colin # MR colin(Linux/Solaris)

# adduser joe # FreeBSD WA joe X HF)

# rmuser joe # FreeBSD MM joe (B H )

# pw groupadd admin # {F FreeBSD LffH pw

# pw groupmod admin —m newmember # NI H PR —AA

# pw useradd colin —c “Colin Barschel” —-g admin -m —-s /bin/tcsh

E=S

pw userdel colin; pw groupdel admin

L s A LE /ete/shadow (Linux and Solaris) B% /etc/master.passwd (FreeBSD) . WIHRTFzh{z
%7 master. passwd, FF3Eiz4T # pwd mkdb —p master. passwd & EH @ EIEE.

{FH nologin Kl BHIEFA H P& 3% (rootbR4h) o H P & WK 2 7R nologin HHIE ..

# echo “Sorry no login now” > /etc/nologin # (Linux)
# echo ”"Sorry no login now” > /var/run/nologin # (FreeBSD)

1.4 BRI

TGN R 7 R AT T P R SO R socket B (RAREEIRSS 28, B E) o BRI PR Sl w5 1R A
Linux

shell/HA

shell MIPRHEIESZ ulimit ZECAY. fFH ulimit —a AJEFHARESMEE. M7, BRI SC 5
1024 %] 10240, 7 LAIX A

# ulimit -n 10240 # X HfEshel 174

ulimit g4 AT LA AR AN AS A R 5 on) st IR AS 1 PR

M/ iR

o PR R P B BRI BALE /ete/security/limits. conf HECE . 2541

# cat /etc/security/limits. conf

*  hard nproc 250 # R ATA 3R

asterisk hard nofile 409600 # BRI R 3 T 4T ok SO SR

B

HsysctIRBE WAZBREl. TR A, AILATE /ete/sysctl. conf HRHATHELE
# sysctl -a #t TR RGBR A

# sysctl fs.file—max # R RS A T

# sysctl fs.file-max=102400 # B RG I K ST T

# cat /etc/sysctl. conf

fs. file—max=102400 # 4F sysctl. conf HfIIK ATN

# cat /proc/sys/fs/file-nr # AR SO RO AL

3. PR MHT last $84, BRI T /var/log HE'F, &#A wimp [ISCHE, IFAEZLA SN LRI BN RGP 2 S0 AR o k.
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FreeBSD
shell/ A
1F csh 8¢ tesh ¥ limits fy%, 7F sh 3% bash 9{#HH ulimit 5%,
H P/ Bt
7t /etc/login. conf HPCE G5 o I ER A PRl o AAE FR Sl IR A 5 48 e KRR i
¥

WAZ PRI FREEAS ] sysctl KikE. KANE, £ /etc/sysctl.conf BY /boot/loader.conf ™., Hi&HkEs
Linux AH[A, FOZEAEA .

# sysctl -a #t BoRATH RS R

# sysctl kern. maxfiles=XXXX # IR KSR 1T 4L

kern. ipc. nmbclusters=32768 # {F /etc/sysctl.conf T[RI7K ATH

kern. maxfiles=65536 # Squid! 3 HIX/NME

kern. maxfilesperproc=32768

kern. ipc. somaxconn=8192 # TCP #B\. apache/sendmail I FHIXME
# sysctl kern. openfiles # R IR SR R T

# sysctl kern. ipc. numopensockets # OLITEIT socket #H

VeI E FreeBSD FlF 1132,

Solaris

7t /etc/system I FHIRE, SPEmfEANERENT CLFT I SR SO 1 1 4 i
set rlim fd max = 4096 # —NRERE AT AT I SCARER A7 1 4 FR 1)
set rlim fd cur = 1024 # —/NERE AT DT SO IR R 17 4 BR )

1.5 BATH 5
Linux

—HWZINEGER, WZSEE) init B, RGBT rc® A, 2R THIEITgo a4 A, X
PRI A ATAE  /ete/re. d/reN.d H (MRERIZATEN) , FEHAEESR] /ete/init.d FHEF oL HARF
IFF 5558

BRINBATR I EAE /ete/inittab H, BN 3 5L 5:

# grep default: /etc/inittab

id:3:initdefault:

FIUAEA init SRECESHHEEATE0N. 2401

# init 5 # BENIBITHI 5
IBATHNFIR AT

0 RAEE 1k

1 N PR AT ELE S)

2 WA NFS HpPEm 2 it

3 642 P R (IE R0

4 AAH]

5 KL TZ 3, {HELAE XWindow ZREEEFHINEL

6 THEBIRA
ffH chkeonfig T HIHIFETFAE—AIEAT YN A B FE L.
# chkconfig —list # HIHPTA init A
# chkconfig —1list sshd # & F sshd E&NBITHRMN D HE S E
# chkconfig sshd —level 35 on # 4 sshd 7EZRS 3 R 5 REIEH B
# chkconfig sshd off # ETE BT 2R sshd

4. PRE: ARERSAR
5. http://www. freebsd. org/handbook/configtuning—kernel-limits. html
6. PEiI: /ete/re.d/re


http://www.freebsd.org/doc/en_US.ISO8859-1/books/handbook/configtuning-kernel-limits.html
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Debian FZETDebian KATHAE Ubuntu B Knoppix ¥4 update-rc.d KREHBITHIBIA . BINBEIH
2) 3)4 %D 57 1’%_”:% 0)1 %D 60

# update-rc.d sshd defaults # WHE sshd NELNEShZ
# update-rc.d sshd start 20 2 34 5. stop 20 01 6 . # HERSH
# update-rc.d —f sshd remove # AEFTEIEITg R N2 sshd

# shutdown —h now (E{# # poweroff) # KHIZILRS

FreeBSD

BSD  JABI AT SysV,  WhEAEATEN. W ESRES CRER P, AERA XWindow) #EELE AL Jete/
ttysH. FrERIRGIMAIAN T Jete/re. d/H, = NHREFALT /usr/local/etc/rc. d/H. service [
NP B EAE  /ete/re. conf  Fl/etc/rc. conf. local™. ERIANIT M A[AE  /etc/defaults/rc. conf HHETHD
B XA ZE DR start | stop]status.

# /etc/rc.d/sshd status
sshd is running as pid 552.

# shutdown now # N R
# exit # RME 2 H P
# shutdown -p now # KPMFIE RS
# shutdown —r now t EH ARG
FIRE T DME AT ERE init EANNAPRED. 284000+ # init 6 AHEH.
0 RGO R (55 USR2)
1 AR P (F5 TERM)
6 HFEE (55 IND
c PHIEBE— %5 (5 TSTP)
q A ttys(5) X (fF5 HUP)

1.6 HEiX root ZEhY

Linux 4k 1
SIS (1ilo B grub) /1, BEALNF T EIN:
init=/bin/sh

WIZ SR root 40X, HEFE init 2330 bourne shell WA rc, REEIEBITHM. TS passwd %
HEIARG T . s T 75 EAE R PRl N OX e s
WIRFEGGE root XN KL, FHHEEEAEE:

# mount —o remount, rw /

# passwd # MBS root M (/etc/shadow)
# sync; mount —o remount, ro / # sync FEEFHEAEN R LZHT syne —F
# reboot

FreeBSD Al Linux /¥t 2

FreeBSD A iEARX A, w7 22 HHADEAE RS (R R B 2B ROLED) FE4 root 43X, ARG U .
« H live cd SRS ANEER)GE, S442]—4 shell,
M fdisk £k root 43X, Ehlul: fdisk /dev/sda
o HHEIHAEH chroot fid:

# mount —o rw /dev/ad4s3a /mnt

# chroot /mnt # SRR PATIN TS E IR H XA E N /mnt
# passwd
# reboot
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1.7 P AZAE

Linux

# 1smod # FIH T N WA AR B
# modprobe isdn # 2N isdn Fibk

FreeBSD

# kldstat # FIH T N N AR B
# kldload crypto # #A crypto FHEIk

1.8 ZWiFEWN&

Linux

# cd /usr/src/linux

# make mrproper #OIERRITA ARVY, BLFEECE S

# make oldconfig # MCYET ARG E SO S A g — AT A S
# make menuconfig # o xconfig (Qt) m#H gconfig (GTK)
# make # A — N CRAAM A R WUg S

# make modules # O PRARER

# make modules install #t B

# make install # LN

# reboot

FreeBSD

PRI AL, T B DRI E SO ARG i e . R thn] DU SR 4 GENERIC SCAF.

# cd /usr/src/sys/i386/conf/

# cp GENERIC MYKERNEL

# cd /usr/src

# make buildkernel KERNCONF=MYKERNEL

# make installkernel KERNCONF=MYKERNEL

LH AT RNRAE RS

# make buildworld # SRS, HARRZ

# make buildkernel # {¥F] KERNCONF it ‘B SCA4 2 Pk N %
# make installkernel

# reboot

# mergemaster —p # TR AR A BT I Lh R Gl B S
# make installworld

# mergemaster # FH T B E A H A SO

# reboot

oIR8 NS, AT B TR AR i A s T

# make kernel world # it NI RS

# mergemaster

# reboot

ik 06) | kg o1 | Fa/arEe 1) | Top (p7) | Kill (p8)
2.1 FFEY|E

PIDSEREANBEREME—"5 5, Ml ps RIUITH IEAEBITINERESIZR .
# ps —auxefw # T IEEE T RERTER YR
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SR, SE AL A I B perep:

# ps axww | grep cron
586 ?? Is 0:01.48 /usr/sbin/cron -s

# ps aux | grep ' ss[h]’ # Find all ssh pids without the grep pid
# pgrep -1 sshd # AT A R P sshdHEFEID

# echo $$ # The PID of your shell

# fuser —-va 22/tcp # 5 A i 1 22 ) 3ERE

# fuser —va /home # ZH Vi /home 73X IR

# strace df # IR RS IS5

# truss df # [d] I (FreeBSD/Solaris/Z5Unix)

# history | tail -50 # SWon s E 50 it i iy 4

2.2 ek

H renice MMUEAEIBATHAEMIIEH . FEEH = MILEH, &/ A-20, HIEMEY "nice” {HMESAHF,
# renice -5 586 # SR EN

586: old priority 0, new priority -5

fH  nice @WAJAI—ACE XEHIHRE.  IEEANRICES, FEN SIS . FEREE  /usr/bin/
nice B{EAFH] shell WEmAS# which nice).

# nice -n -5 top # HESEY (Jusr/bin/nice)
# nice -n 5 top # FA{LEsEg (/usr/bin/nice)
# nice +5 top # tcsh WHE nice iy (JF 1)

nice RLLFEM CPU IAE, B—LH2S ionice® FILLE R AL 10, This is very useful for intensive
10 application which can bring a machine to its knees while still in a lower priority. Mr2{Nn]
L6 Linux (AFAIK) FA#H. MRATLLEFE— 2K (idle - best effort — real time), B man TR FHHIR
Ut AR

# ionice ¢3 —pl23 # 45 pid 123 WEA idle KA
# ionice —c2 —n0 firefox # JH best effort ZMiz4T firefox I HE =L H
# ionice —c3 —p$$ # B ARTEFRE (shell) FfigA: 10 HEEWE N idle K7

b e Jm — At 0 T4 1 (B) — RIS AR A . RE—DNEAT Tk shell M #a — MR
ML, (HIFAYFIANRSE. $8 24K shell 1 pid (XL echo $$).

2.3 WiG/JE5
K AL shell o CUEAT, WLMER [Ctrl]-[2] (7), bg M1 fg Kk PHAHHIEEG. AT Kish
2 AR, ARG . M jobs FIHRAHIR, WIEFHA—UREIN 5.

# ping cb.vu > ping. log

Z # ping MM [Ctrl1]-[Z] R%®1E (51E)
# bg # WA G G gksisty

# jobs -1 # JEE#MEyIR

[1] - 36232 Running ping cb.vu > ping. log

[2] + 36233 Suspended (tty output) top

# fg %2 # bR 2 PRI SEBAT

A nohup JTE—MRFEHATINEREH S shell #75CH] Gl St ) o

# nohup ping —i 60 > ping. log &
2.4 Top

top FEFFHRSEIN Won R G & A BER BT B

7OVRE BRI SOE PR E R nice fH. I HBEX B CUTA RIERE M renicedr 4, root 1) ] AEATATHERE LAE Hrenicedr
4, HATroot] ) A e IR IO 5 2

8. PhiE: WAGHIA shell W4, AT # info bash builtin

9. B A A TAELES. 6. 132 Ll FERA E, JEHSRATCRQ 9 10 s . it #cat /sys/block/[shld[a-z]%/queue/
scheduler 4 ] LAANIRINRGERA T A2 e i B 5

10 FiE: fEAARTITN & o] LA BT
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# top

e top FEIBATHIIN, 4% T h' fex BoR A Bhmim . BT
u 4] Rk Fiei i, i + s = g Uas e i
« k [PID] &5iW PID Hff%E
o 12 BURPTAIRRRESE R (A Linu)
© ROREAETHE R

2.5 Killm& 5159

R kill 8% killall £ibmlikid— M 9283,

# ping —i 60 cb.vu > ping. log &

[1] 4712

# kill —s TERM 4712 # A kill -15 4712

# killall -1 httpd # K&i% HUP {552 1E3EFE httpd

# pkill -9 http # K1% TERM {554 1EE http AHEFE

# pkill —TERM —u www # JKix TERM 155 %1k www A& ks

# fuser -k —TERM —m /home # KL EUin /home FIHEFE (EI#Z 4 X HT)

e RN
1 HUP (#£ii)

2 INT (+h i)
3 QUIT GEH)
9 KILL (KILL fE*5ANREMHTE, Aoedi2mg. )

15 TERM  (CBRAFZ 0045 )

3 W RSG

AR (09) | Boot (p9) | HAEAFHED (09) | CHIFHISCHE 09) | H#8/FHE (p10) | i SMB
(p11) | FE#wg st (pll) | Burn IS0 (pl2) | Create image (p13) | Memory disk (pl3) | Disk
performance (pl4)

3.1 BLIR

M chmod #1 chown BE U7 A PRAI A AL )T Fr H P BIERAHERD (umask) 7 BAE  /etce/profile (Linux)
i /etc/login. conf (FreeBSD) &, HERIAHEIY (umask) 54 022, FEAGAE] LLRITT7M080805:, M52 755
IBLER o

1 —x $d7 # Mode 764 = $IT/i/5 | /5 | &
2 w- 5 # [P AP gl A |
4 r— i
ugo=a w=ATEHE, csHPAE, o=HAMHF, a=FrgH /-
# chmod [OPTION] MODE[,MODE] FILE  # MODE W LAJfE [ugoal* ([—+=] ([rwxXst]))
# chmod 640 /var/log/maillog # P maillog UimIALRA —rw—1——
# chmod u=rw, g=r, o= /var/log/maillog # [f] I
# chmod -R o—r /home/* # 366 U2 BRI oA P )R] A R
# chmod u+s /path/to/prog # EPITALEE SUID BB ARAETAT4113)
# find / -perm —u+s —print # BT AWER SUID A FET
# chown user:group /path/to/file # OAR SO BT N SO SR B 4,
# chgrp group /path/to/file # R SOOI AL
# chmod 640 find ./ —type f —print # Change permissions to 640 for all files
# chmod 751 find ./ —type d —print # Change permissions to 751 for all directories

118 Wafblgd 2
12. ¥ BT
13, HPAT AN RA setuid BPRPASCHENT, SCHOPAT IR BAT OB # IR AL (Bbliroot) o BTEA, MRV BE SR IE LA root F AN seruid
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3.2 WERAE R

# diskinfo -v /dev/ad2 # BN RS (X /KAN)  (FreeBSD)
# hdparm -1 /dev/sda # 7~ IDE/ATA fi#i EH (Linux)

# fdisk /dev/ad2 # RoRAME S o X R

# smartctl —a /dev/ad2 # BoRHEERINAE B

3.3 Boot

FreeBSD

WRFARARES T, ESS—DNHA, (F1EEsE N, A a1k
# unload

# load kernel. old

# boot

3.4 RGUEEB /WAL A A DL

# mount | column -t # BoRARG CHE X AIEM

# df # ORGSR R R W A
# cat /proc/partitions # WoRITA WA ITE 4 X (Linux)
T A5 A A O

# du —sh * # FH ST H 3R T SRR
# du —csh #2407 H R ATE BaoRA E

# du -ks * | sort —n -r # KRBV B H R/

# 1s —1Sr # H/NBIK SR ORI R

3.5 UEFTTF T ARG L LA

X T R WL SCA L S 28 23 DX R4 AT AR IR IR B 2 AT T B 11

# umount /home/
umount: unmount of /home # ANREEIAL, BUONE AN SXHBIE T home
failed: Device busy

FreeBSD 1 K£%{ Unix

# fstat —f /home # AN D
# fstat —p PID # T AN 1D
# fstat —u user # F— s

A CATIT H SO (B 24T 3CF) - Hetun Xorg:

# ps ax | grep Xorg | awk ’ {print $1}

1252

# fstat —p 1252

USER CMD PID  FD MOUNT INUM MODE SZ|DV R/W
root Xorg 1252 root / 2 drwxr—-xr—x 512 r

root Xorg 1252 text /usr 216016 —-rws—x——x 1679848 r

root Xorg 1252 0 /var 212042 —-rw—r—r— 56987 w

e /var FEIRE—A inum K 212042 FSCH:

# find —x /var —inum 212042
/var/log/Xorg. 0. log

Linux

I fuser B lsof £ MHEH ALK CITIFISCAF:
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# fuser —m /home # FH i /home HIHERE

# lsof /home

COMMAND  PID USER FD  TYPE DEVICE SIZE NODE NAME

tcsh 29029 eedcoba cwd DIR 0,18 12288 1048587 /home/eedcoba (guam:/home)
1sof 29140 eedcoba cwd DIR 0,18 12288 1048587 /home/eedcoba (guam:/home)

RKE— N

ps ax | grep Xorg | awk ’ {print $1}’

3324

# lsof —p 3324

COMMAND PID USER  FD TYPE DEVICE SIZE NODE NAME

Xorg 3324 root Ow  REG 8,6 56296 12492 /var/log/Xorg. 0. log

KA

# lsof /var/log/Xorg.O0. log
COMMAND PID USER FD  TYPE DEVICE SIZE NODE NAME
Xorg 3324 root Ow  REG 8,6 56296 12492 /var/log/Xorg. 0. log

3.6 HEE/BEHEHB P ARS

AN cdrom M. WERELHT /ete/fstab i

# mount /cdrom

e /dev/ K&, JREER] dmesg e
FreeBSD

# mount —v —t ¢d9660 /dev/cdOc /mnt # cdrom
# mount_cd9660 /dev/wcdOc /cdrom # FH—A TR
# mount —v —t msdos /dev/fdOc /mnt # UK

/ete/fstab HPi—5%%:

# Device Mountpoint FStype Options Dump Pass#
/dev/acd0 /cdrom c¢d9660 ro, noauto 0 0

BEAVFH P X e, ] LXK A
# sysctl vfs.usermount=1 # B{E7E /etc/sysctl. conf Wi AN—%% “vfs.usermount=1"

Linux

# mount —t auto /dev/cdrom /mnt/cdrom # BLF[K] cdrom FEE TS
# mount /dev/hdc —t 1s09660 -r /cdrom # IDE
# mount /dev/sdcO -t is09660 —r /cdrom # SCS

/etc/fstab T4 H:

/dev/cdrom  /media/cdrom subfs noauto, fs=cdfss, ro, procuid, nosuid, nodev, exec 0 0

1

A Linux % —1 FreeBSD 4r[X

H fdisk &KX, XEWE root 430X, HWATRE LA BSD slice. 1R FreeBSD A% slice, fihif]
AFTFE—A fdisk spXEH, HAT T /dev/sda*x & /dev/hdax Hi,

# fdisk /dev/sda # 753 FreeBSD 43X

/dev/sda3  * 5357 7905 20474842+ a5 FreeBSD

# mount -t ufs -o ufstype=ufs2,ro /dev/sda3 /mnt
/dev/sdal0 = /tmp; /dev/sdall /usr # HAth slice

CEEEREY

ARHEZE AR EREHER . X fsck RUEWBI . 55N+
# mount —o remount,ro / # Linux

# mount —o ro / # FreeBSD

10
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M cdrom # DURGHEHRHE—A iso BRI
# dd if=/dev/cdOc of=file.iso

3.7 5B Es% (on—the—-fly) ¥l swap

BRRTFEIRZ M swap (RIZ)), @1—A> 2GB 3Cff /swap2gb (JAPR Linux).
# dd if=/dev/zero of=/swap2gb bs=1024k count=2000

# mkswap /swap2gb # QAT X

# swapon /swap2gb # WOSIXA swap. BUERTDMER T
# swapoff /swap2gb # MAFHEEE, REBUXAS swap

# rm /swap2gb

3.8 HE#—4> SMB! HL=E

BBRATEVIH ML subserver  BfI%M  myshare 1 SWB JU%, f window PC  REEAfMMLHLE
\\smbserver\myshare\. FFE#F| /mnt/smbshare . ViR cifs M40JE IP & DNS %4, AJE& Windows %4

+ o
Linux

# smbclient —U user —I 192. 168. 16. 229 -L //smbshare/ # A =
# mount -t smbfs —o username=winuser //smbserver/myshare /mnt/smbshare
# mount -t cifs —o username=winuser, password=winpwd //192. 168. 16. 229/myshare /mnt/share

JAh, mount. cifs #AFELA] AR AER]— AN SCEF . #1140, /home/user/. smb:

username=winuser
password=winpwd

PUAE AT LG T AR 4 3

# mount -t cifs —o credentials=/home/user/.smb //192.168. 16. 229/myshare /mnt/smbshare

FreeBSD

1R -1 K3EL IP (2% DNS #) ; smbserver J& Windows %,

# smbutil view -1 192.168. 16.229 //winuser@smbserver # gt
# mount smbfs —I 192.168. 16.229 //winuser@smbserver/myshare /mnt/smbshare

3.9 HHBAL

Linux loop-back

# mount -t is09660 —o loop file.iso /mnt # $:3k CD Bt
# mount -t ext3 —o loop file.img /mnt & ext3 RGBS
FreeBSD

A% (WERTEE # kldload md. ko Bh1F):

# mdconfig —a -t vnode —f file.iso —u 0
# mount -t ¢d9660 /dev/md0 /mnt

# umount /mnt; mdconfig -d —u 0 # 5% md W&
FHT R A

# vnconfig /dev/vnOc file.iso; mount —t ¢d9660 /dev/vnOc /mnt

# umount /mnt; vnconfig —u /dev/vnOc # K vn W

14.¥¢7F: SMB (Server Message Block, lR&#{5HEk), XF CIFS (Common Internet
System, i f Internet X R %)
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— XMRE —
Solaris and FreeBSD
HT loop-back M08 lofi:

# lofiadm —a file. iso
# mount -F hsfs —o ro /dev/lofi/1 /mnt
# umount /mnt; lofiadm —d /dev/lofi/1 #ER lofi Wt

3.10 GIZEHZIx% IS0 Hifg i

XKL CD 5 DVD HIIX . 3 AH conv=notrunc, 4%+ D AR A/DMMIAE D HE KD FH
N dd %17 (page 39) .

# dd if=/dev/hdc of=/tmp/mycd. iso bs=2048 conv=notrunc

M mkisofs H A SCAFAIERL CD/DVD BG83k wellRSCAFLBRE]: -+ JFJE Rock Ridge ¥ JEHT
Unix &%, -J JF)A Joliet ¥ EH MK ARG . -L VF 1509660 44 55— A7 ) s

# mkisofs —=J =L -r -V TITLE —o imagefile. iso /path/to/dir
%} FreeBSD, mkisofs nJLAF| port [l sysutils/cdrtools H#k#],

Zls% IS0 Bifg A
FreeBSD

FreeBSD ERIMEUL F¥AEAE ATAPL OKah 5 H DMA. DMA wJH sysctl &M, HZBHWF, &% /boot/
loader. conf H¥NIIUWI N4 H -

hw. ata. ata_dma="1"
hw. ata. atapi_dma="1"

burncd T ATAPI IRz (burncd MNIEARRGEM—#5), cdrecord (FF sysutils/cdrtools ) T SCSI IK
)

# burncd —f /dev/acd0 data imagefile.iso fixate # ATAPI LKz
# cdrecord —scanbus # &k burner WARIRST (W 1,0, 0)
# cdrecord dev=1,0,0 imagefile. iso

Linux

XF Linux, [FEFEAERH cdrecord Wi b3k, BbAh, ‘eibml UAE AR ATAPT $20 & &b 55
# cdrecord dev=ATAPI -scanbus

SR 5 A T —FE4Ex CD/DVD.

dvd+rw-tools

dvd+rw-tools! T HAL (FreeBSD: ports/sysutils/dvd+rw—tools) nJ LM LTI —1], HiEWFE growisofs T
HokZI3 CD 8 DVD. ASLEIFTSIHE) DVD ¥4 /dev/dvd wRERTRIN /dev/scd0 (Linux) FIFF 514, o
/dev/cd0 (FreeBSD), #{# /dev/rcdOc (NetBSD/OpenBSD), 8(# /dev/rdsk/c0t1d0s2 (Solaris). X}FASE
% FreeBSD FMt 18.7 #!16 LA — 4R Ui SCRY .

# —dvd-compat LI SEEEAL, JEAAEA W I Eds
# growisofs —dvd-compat -Z /dev/dvd=imagefile. iso # ZIFOAAEN iso Bifg A
# growisofs —dvd-compat -Z /dev/dvd -] -R /p/to/data # FEFZI|5k

e Nero .nrg AERE . iso

Nero fRJFLIIZRINT 300KB (kB ANEIK iso Bigsctbbh. FATATH dd T HORZEBRE.
# dd bs=1k if=imagefile.nrg of=imagefile. iso skip=300

¥ bin/cue B . iso

behunk R0 LI EX— 4. 7 FreeBSD 1, ‘BIfE port M) sysutils/bchunk .

15. http://fy. chalmers. se/ appro/1inux/DVD+RW/
16. http://www. freebsd. org/handbook/creating—dvds. html
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— XMFRE —

# bchunk imagefile.bin imagefile. cue imagefile. iso

3. 11 BRI T 3R B4R A

AT, —AMEF SO /usr/vdisk. img [ 16B 23X XEIRA TS vnode 0, HLAT N 1.
FreeBSD

dd if=/dev/random of=/usr/vdisk. img bs=1K count=1M

mdconfig —a —t vnode —f /usr/vdisk.img —u 0 # G /dev/mdl
bsdlabel -w /dev/md0

newfs /dev/mdOc

mount /dev/mdOc /mnt

umount /mnt; mdconfig -d —u 0; rm /usr/vdisk. img # W md WA

XA T O s e LLAE /ete/re. conf R Jetc/fstab FECE AR s, 7T # /etce/
rc. d/mdconfig start (J&f] # mdconfig —d —u 0 2 MR md0 #4) MNRRARFIE .

TEE R, A A3 BN TAE TN T S RBE SEATE root XA, JREEE  /ete/re.d/
mdconfig AR T EIPAT T, IFH root 7pXABRERELM . WA /ete/re. d/mdeconfig2 ZJa, Bifg3Cft
BALTF root 4 X AMER.

/boot/loader. conf:

md_load="YES”

H H H H

/etc/re. conf:

# mdconfig md0="-t vnode —-f /usr/vdisk.img” # /usr AN{E root ZrXrth
/etc/fstab: (TGS 0 0 REE, B fsck ZBEXNRA, MELATFAE, )
/dev/md0 /usr/vdisk uf's W 0 0

WAl REAES BB SRR/ N2 A Wi RS 300MB.

# umount /mnt; mdconfig —d —u 0

# dd if=/dev/zero bs=1m count=300 >> /usr/vdisk. img

# mdconfig —a —t vnode —f /usr/vdisk.img —u 0

# growfs /dev/md0

# mount /dev/mdOc /mnt # A X ERAE S 300MB

Linux

# dd if=/dev/zero of=/usr/vdisk. img bs=1024k count=1024

# mkfs. ext3 /usr/vdisk. img

# mount —o loop /usr/vdisk.img /mnt

# umount /mnt; rm /usr/vdisk. img # ER

Linux with losetup

/dev/zero Lt urandom FER, {EX1hnsE kiUl HIANGEG 224,
# dd if=/dev/urandom of=/usr/vdisk.img bs=1024k count=1024

# losetup /dev/loop0 /usr/vdisk. img # BI@IFBELS /dev/1oop0

# mkfs. ext3 /dev/loop0

# mount /dev/loop0 /mnt

# losetup -a # BE OSSN loop W&
# umount /mnt

# losetup —d /dev/loop0 # Detach

#

rm /usr/vdisk. img

3.12 Gl T WA I S R 4

BT WAFIISCIE RGN TR 10 MR RUARRPR. EREEIE - NMERE] /memdisk ) 64M 731X

17. http://freshmeat. net/projects/bchunk/
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— K% —

FreeBSD

# mount mfs —o rw —s 64M md /memdisk

# umount /memdisk; mdconfig —d —u 0 # WIRIZ md %A%
md /memdi sk mf's rw, —s64M 0 0 # /etc/fstab 4H
Linux

# mount -t tmpfs —osize=64m tmpfs /memdisk

3. 13 Wi MEfe

fE ad4s3c (/home) 43X _LiH—A~ 1GB H3C{F.

# time dd if=/dev/ad4s3c of=/dev/null bs=1024k count=1000
# time dd if=/dev/zero bs=1024k count=1000 of=/home/1Gb. file
# hdparm —-tT /dev/hda # V¥ Linux

Bl (p14) | #ish 1P (p15) | Hik MAC Huhl (p16) | i (p16) | Bikh% (pl6) | IP #% (pl6) | NAT
(p17) | DNS (p17) | DHCP (p18) | iMif5H (p19) | QoS (p20) | NIS (p21)

4.1 Pk (BT EWR=ESH) (page 19)

Linux

# ethtool ethO # BIRPLRMRA (replaces mii-diag)

# ethtool —s ethO speed 100 duplex full # M ethO FEH 100Jk/FF, KX
# ethtool —s ethO autoneg off # ZEM] HzhhriE

# ethtool —p ethl # NFRMZEED LED AT — W R SCHPaE, JEH S

# ip link show # 76 Linux ER7RPTA M40 (5 ifconfig 2L

# ip link set ethO up # 52 080E (Down$i) . 6] “ifconfig ethO up”

# ip addr show # 7F Linux EWoRPTE 1P k(5 ifconfig J5f)

# ip neigh show # 5 arp —a 2L

oA R 4t

# ifconfig fxp0 # & “media” FE (FreeBSD)

# arp -a # AFEEh EEND) ARP 4 H (ITE &%)

# ping cb. vu # FH AR,

# traceroute cb.vu # FUENZ H 3 1 2% i 245

# ifconfig fxp0 media 100baseTX mediaopt full—duplex # 100JK/FF 43U T. (FreeBSD)
# netstat -s # X]Lﬂ/\ﬂégfjﬂlm%éﬁéﬂ INT

# arping 192. 168. 16. 254 # EMZ)Z I Ping

# tcptraceroute —f 5 cb.vu # ] tcp Bk icmp SKRERER, ELBE kB
4.2 B

HVE i i 3

# route —n # Linux ffif] “ip route”

# netstat -rn # Linux, BSD Fl UNIX

# route print # Windows

14



— W% —
VN 0N B 2% HH

FreeBSD

# route add 212.117.0.0/16 192.168.1.1
# route delete 212.117.0.0/16
# route add default 192.168.1.1

IKA BRI B TAE /ete/re. conf LB AT i E

static_routes="myroute”
route myroute="-net 212.117.0.0/16 192.168.1.1”

Linux

# route add —net 192.168. 20. 0 netmask 255.255.255.0 gw 192. 168. 16. 254
ip route add 192.168.20.0/24 via 192. 168. 16. 254 # SF[FT B4
route add —net 192.168. 20. 0 netmask 255.255.255.0 dev ethO

route add default gw 192. 168.51. 254

ip route add default via 192. 168.51. 254 dev eth0O # ZE[E T LA
route delete —net 192. 168. 20. 0 netmask 255.255.255.0

H OH H

Solaris

# route add —net 192.168.20.0 —netmask 255.255.255.0 192. 168. 16. 254
# route add default 192.168.51.254 1 #1 = WL b P EO 1
# route change default 192.168. 50.254 1

KA HBECEALE /etc/defaul trouter H1.

Windows

# Route add 192.168. 50. 0 mask 255.255.255.0 192. 168. 51. 253
# Route add 0.0.0.0 mask 0.0.0.0 192. 168. 51. 254

i) add —p Kok BCERAA L.

4.3 BCEPSMY TP ik

Linux

# ifconfig ethO 192. 168. 50. 254 netmask 255.255.255.0 & A IP
# ifconfig eth0:0 192.168.51. 254 netmask 255.255.255.0 # B IP
# ip addr add 192.168.50. 254/24 dev eth0 # S
# ip addr add 192.168.51.254/24 dev ethO label eth0:1

FreeBSD

# ifconfig fxp0 inet 192.168.50.254/24 g FE—A IP

# ifconfig fxp0 alias 192. 168.51. 254 netmask 255.255.255.0 # 254> IP

KA HREL /ete/re. conf

ifconfig fxp0="inet 192.168.50.254 netmask 255.255.255.0”
ifconfig fxp0 alias0="192. 168.51.254 netmask 255.255.255.0”

Solaris

] ifconfig —a AKX E

# ifconfig hmeO plumb # BHME
# ifconfig hmeO 192. 168. 50. 254 netmask 255.255. 255.0 up # 55— IP
# ifconfig hme0:1 192.168.51.254 netmask 255.255.255.0 up # 24> IP

18, W Bl QA I T 1P Sk iR AAE A (Time—to-Live, fAFK TTL) . M8 REC [15E 3, 3XAAE AN BR 1 3Rzl o RIS EL KA 6 1 rh 2 AR K 1
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4.4 FH MAC Huhk

biii)
#
#
#
#
#

#

ifconfig eth0O down

ifconfig ethO
ifconfig fxp0
ifconfig hme0
sudo ifconfig
sudo ifconfig

— K% —

WAEIRSE e PSR . AR YR BN AT AR MAC ik, ... ..

hw ether 00:01:02:03:04:05 # Linux
link 00:01:02:03:04:05 # FreeBSD
ether 00:01:02:03:04:05 # Solaris

en0 ether 00:01:02:03:04:05 # Mac OS X Tiger
en0 1laddr 00:01:02:03:04:05 # Mac OS X Leopard

%F Windows B2HWHLZ THT . 14 etherchange'. iZEHFH "Mac Makeup”, “smac”s

4.5 AF AR A

W AT FF 50

netstat —an | grep LISTEN

H H H HF H AR

lsof -1
socklist
sockstat

-4

# FI A R I (Linux)
# FIHFT IR socket (Linux)
# ] socket MM FIFET%1ZR (FreeBSD)

netstat —anp ——udp ——tcp | grep LISTEN # Linux

netstat -

tup

netstat —tupl
netstat —ano

# HHTEIR % RS (Linux)
# FH R ELE M WT B3 1 (Linux)
# Windows

4.6 Bij kK%
KA IEAESAT BT ki L2 ST L )
Linux

# iptables -L -n -v # RESEER

Open the iptables firewall

# iptables —P INPUT ACCEPT & ¥FIITAT

iptables —P FORWARD ACCEPT

iptables —P OUTPUT ACCEPT

iptables —Z # EPTA AL A T A
iptables -F # AT B

iptables —X # BRI 2

H H H T H

FreeBSD

ipfw show #ORSER

ipfw list 65535 # W B/~ 765535 deny ip from any to any”, HSB KO HiZEH
sysctl net. inet. ip. fw. enable=0 # 2%

sysctl net. inet. ip. fw. enable=1 # o H

H H =T H

4.7 Bl IP K

Linux

BERGEH TP K.

# cat /proc/sys/net/ipv4/ip_forward # &F IP ¥k 0=22H, 1=8H
# echo 1 > /proc/sys/net/ipv4/ip forward

i E GiiE /ete/sysctl. conf:

net. ipv4. ip_forward = 1

19. http://ntsecurity. nu/toolbox/etherchange
20. B BEDAEA G
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— K% —

FreeBSD

g A

# sysctl net. inet. ip. forwarding # &F IP ¥k 0=22H, 1=FH
# sysctl net. inet. ip. forwarding=1

# sysctl net. inet. ip. fastforwarding=1 # L as Ek by KBS
Permanent with entry in /etc/rc. conf:

gateway enable="YES” # WL LMW E Dy YES,
Solaris

# ndd -set /dev/ip ip_forwarding 1 # &% IP ¥k 0=22H], 1=FH

4.8 NAT — [ 2% Hb hil %%

Linux

# iptables -t nat —A POSTROUTING —o ethQ —j MASQUERADE # WS NAT

# iptables —t nat —A PREROUTING -p tcp —d 78.31.70.238 ——dport 20022 —j DNAT \
——to 192.168. 16. 44:22 # FEum I 20022 PPN TP % (ssh)

# iptables —t nat —A PREROUTING —p tcp —d 78.31.70.238 ——dport 993:995 —j DNAT \
—to 192. 168. 16. 254:993:995 # #%% 993-995 i [H ¥ I

# ip route flush cache

# iptables -L -t nat # &F NAT R&EE

] -D i —A RMIBRIm DA
FreeBSD

# natd —s —-m —u —dynamic —f /etc/natd. conf —n fxp0
Or edit /etc/rc.conf with:

firewall enable="YES” # WHE YES KA P KEED)RE

firewall type="open” # Bk BE2RA (F /ete/re. firewall)

natd enable="YES” # oM natd (WX firewall enable == YES).
natd_interface="tun0” # AJL RS s BT TP Huhk,

natd flags="-s -m —u —dynamic —f /etc/natd. conf”

Uity 1 %«

# cat /etc/natd. conf

same ports yes

use sockets yes

unregistered only

# redirect port tcp insideIP:2300-2399 3300-3399 # ¥yl
redirect port udp 192.168.51.103:7777 7777

4.9 DNS

7 unix b, MTHAMMEZEIN DNS 4 H#AFMELE /ete/resolv. conf SCAFH . WIS ARAE A EIX A S
o BMEECE W

nameserver 78.31.70. 238
search sleepyowl.net intern. lab
domain sleepyowl. net

B RGURA -

# hostname —d # Z£[E] T dnsdomainname

Windows

fE Windows _It, DNS P& TREANPIZEE I, BRI RACE R DNS s =S DNS 2547 a] & H
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— K% —

# ipconfig /? # WonEE
# ipconfig /all # DRI {E B AEE DNS
# ipconfig /flushdns # V&S DNS 2247

e he ik

Dig A/RMAKX DNS B A 25411, H TR DNS ARS-#% 4 213.133.105. 2 ns. second-ns. de, £
F WA AR 55 2 5 7 g 2 A0 2 (1] PR )
# dig sleepyowl. net

sleepyowl. net. 600 IN A 78.31.70. 238
:; SERVER: 192.168.51. 254#53(192. 168. 51. 254)

By 192.168.51.254 M T, JERMIT—4& A 4&H GO .. TS5 HEE#, DNS MRS @ kit
E:

# dig MX google. com

# dig @127.0.0.1 NS sun. com TUARAS Hh R 45 7%

# dig @204.97.212.10 NS MX heise.de # IR

# dig AXFR @nsl. xname. org ch. vu # EEXALi% (zone transfer)

P2 host HIRHE A,

# host -t MX cb.vu FRESAE MX i3
# host -t NS -T sun. com I TCP EHARE NS gk
# host —a sleepyowl. net # FRET

=+

H =

S I )

BHJE T —A 1P Hulik (in-addr. arpa. ) [fJ384 . nfF] dig, host I nslookup Ay Erif:

# dig —x 78.31.70.238
# host 78.31.70.238
# nslookup 78.31.70. 238

/etc/hosts

A FEHL AT PARCE T3 /etc/hosts SRAVEARHUIEAEIZATIY named J 344 2. A% ZUIRTRT B, 238N0 1
78.31.70.238 sleepyowl.net  sleepyowl

%FF hosts A1 DNS EWZ [BIRIPESES, WI4E /etc/nsswitch. conf F1 /etc/host.conf TALE order %4
FRIENT o XA SCAFFIFEAEAET Windows I, JHHTE:

C: \WINDOWS\SYSTEM32\DRIVERS\ETC

4.10 DHCP

Linux

— W AT R (SUSE) 1 ] dheped 1E %) i ERIAMIE R ethO,
# dhcped —n ethO # R E T GRS B A& T BLTAE)

# dhcped —k ethO # BEIRIT A

HZ] (1ease) 2 HBA5 AL 1L :
/var/1ib/dhcped/dheped—eth0. info

FreeBSD

FreeBSD (1 Debian) f#/ dhclient. ZERLE —PMZE0 (A0: bge0) iz1T:
# dhclient bge0

T2y (lease) 4235 BAFRELE
/var/db/dhclient. leases. bge0
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— K% —
(!

/etc/dhclient. conf
BEE prepend 78 IR EY 5T il A [F] 1R 328 10 <

# cat /etc/dhclient. conf

interface “r10” {
prepend domain—name—servers 127.0.0.1;
default domain—name “sleepyowl.net”;
supersede domain—name “sleepyowl.net”;

}
Windows
dhep 14 (lease) f#i ] ipconfig K5 -
# ipconfig /renew # EOH A GRS
# ipconfig /renew LAN # HE4N “LANT SR 2

# ipconfig /release WLAN  # BEHUZNY “"WLAN” (13 fc 2%
FEM, I 8] A2 R BT AR IR G B AR T A 2

4.11 BEFEDHW (Traffic analysis)

N

Bmon?! JE—AN/NFI B NS a1 EL ] DL IR AR R 254 T i .
M tcpdump MREE (sniff)

# tcpdump —nl —-i bge0 not port ssh and src \(192.168.16.121 or 192.168. 16. 54\)

# tepdump -1 > dump && tail —f dump &zt

# tepdump —-i rl0 -w traffic.rl0 # R CE N SR

# tepdump —r traffic.rl0 # MR P S (AT LA ethereal)

# tcpdump port 80 # NS S

# tcpdump host google. com

# tcpdump —i ethO -X port \ (110 or 143\) # FEu I 110(POP) BY 143 (IMAP) FE 44 3
# tecpdump —n —i ethO icmp # H4f3k ping

# tcpdump -1 eth0 —s 0 —A port 80 | grep GET # -s 0 N4HAE, —-A S ASCII

I

L LRI
-A IR BN ETE SO (B T 4Rk)
-X BRI ASCIT SCA
-1 b v H AR SR 22 v AT TE 2K
-D IR BT T Y 24 1
ST Windows B LM#i ] www. winpcap. org. {8 windump -D S#H L4211,

A nmap $#

Nmap? J&—/NHT 0S M D434 CH, il e 2 AT B 23, I HREFET T Windows. 154Kk
ANFFERITI RS 2, B2 RAT S IR X L, | .
# nmap cb. vu # PR ENL LA R T TCP i 1

# nmap —sP 192.168.16.0/24 # ¥HAE 0/24 EENUFAEHK) 1P
# nmap —-sS —-sV -0 cb.vu  # fEAEF SYN HHERERN R SR R GRS IR A B

PORT STATE SERVICE VERSTON

22/tcp open  ssh OpenSSH 3. 8. 1pl FreeBSD-20060930 (protocol 2.0)
25/tcp open  smtp Sendmail smtpd 8.13.6/8.13.6

80/tcp open  http Apache httpd 2.0.59 ((FreeBSD) DAV/2 PHP/4
[...]

Running: FreeBSD 5. X
Uptime 33.120 days (since Fri Aug 31 11:41:04 2007)

21. http://people. suug. ch/" tgr/bmon/

22.http://insecure. org/nmap/
23, VR AT 7-sP” 4, AT ping HE. BEEGLT, NmapZh BN EI FHLUKIE A ICMP echo F—A TCP ACK, FEHUGHAT AT — i (1) ma .4 <3 4 Nmap 5
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— % —
HAAEFRHEE G A T HA  hping (www. hping. org), e —" P AL/ i ds, A fping
(fping. sourceforge. net) . fping B AYE—MEHBASI (round-robin fashion) 442 Fh 4.
4.12 WA (Qos)

P A —ADNMEI Y] R WD i B i & (traffic parameters) . LAF fjHLSEH 7R
B Linux 1 FreeBSD [¥HE 77 24 55 4 i) A FH 715 0

At PR

DSL  BY A 26l g 2 — MR FI kS & AL # k& (upload  throughput) o #RTH — NP i e £ (Wi bA
NI T FEIX AN BAKE KR DA AR o I A R 15 4% b A S A FH IR J AL, DD C R gt 4 1) SE B fig
KA S A B WE KL modem fe KIEFEHT 90%.

Linux

2 512K AR E ) modem.
# tc gdisc add dev ethO root tbf rate 480kbit latency 50ms burst 1540

# tc —s qdisc 1ls dev eth0 # RS
# tc qdisc del dev ethO root # AHERBAA

# tc gdisc change dev ethO root tbf rate 220kbit latency 50ms burst 1540

FreeBSD

FreeBSD ffiH] dummynet Rflws%, JURCHE TR ipfw. Pipe MoKt MR 5 14 A7 (K IM] (LR /AR | 7755
/BB, 0 BRG] LA FIFEN pipe BUFATEDRACE E. 28T, FREIEALH R 500K,

# kldload dummynet # WA BN MR B
# ipfw pipe 1 config bw 500Kbit/s # B — AN B BRI pipe
# ipfw add pipe 1 ip from me to any # R L AERENIXAS pipe

W45 & (Quality of service)

Linux

iR te MIPLEENTIRAL L VoIP, 7E voip—info.org B www. howtoforge. com 0] LA 2581611 ik
VoIP {#H] UDP i 10000:11024 FEHAFH eth0 %45 (A4 ppp0 B so) . FHIMAE LT =A%, FEH
QoS Oxle (WEFTAAL) s#ifl VOIP WEFIBAT] 1. BROARERABI] 3, Qos Minimize-Delay I ABAFI
2,

# tc qdisc add dev ethO root handle 1: prio priomap 2 2 222 22211111110
# tc qdisc add dev ethO parent 1:1 handle 10: sfq
# tc qdisc add dev ethO parent 1:2 handle 20: sfq
# tc qdisc add dev ethO parent 1:3 handle 30: sfq
# tc filter add dev ethO protocol ip parent 1: prio 1 u32 \
match ip dport 10000 0x3C00 flowid 1:1 # A5 M 45 i g 11 3
match ip dst 123.23.0.1 flowid 1:1 # 2/ FE RS 2 1P
IRASFRE B
# tc —s qdisc ls dev ethO # queue status
# tc qdisc del dev eth0O root # delete all QoS

T8 e B A ES (mask)
FHAR TS o ALK E S te EpEssifum e . Al 27N i Ve RlgE R, HERE B R e N ik .
XL EIRIHERS (mask) » 8101 10000 —> 11024, ‘& IAVEEZE 1024,

#2713 (8192) < 10000 < 2714 (16384) # 4iRERE 2714 = 16384
# echo “obase=16; (2714)-1024" | bc # A%y 0x3C00
FreeBSD

R et K % A 500Kbit/s, FAMEMLSES 100:10:1 5 X 3 BRI VoIP:ssh: FIR T

# ipfw pipe 1 config bw 500Kbit/s
# ipfw queue 1 config pipe 1 weight 100
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— SSH SCP —

# ipfw queue 2 config pipe 1 weight 10

# ipfw queue 3 config pipe 1 weight 1

# ipfw add 10 queue 1 proto udp dst-port 10000-11024

# ipfw add 11 queue 1 proto udp dst—ip 123.23.0.1 # =¢/FIfFH RS 45 1P
# ipfw add 20 queue 2 dsp—port ssh

# ipfw add 30 queue 3 from me to any & FlRTHE
ARG

# ipfw list # FE R

# ipfw pipe list # EEE R

# ipfw flush # WHERERBRIN SN T R

4.13 NIS iR

— ] TARE CRCE 4P NIS &) i B i 2

# ypwhich #ORERAL NIS RSk Ss #5844
# domainname # CHCEM NIS 144

# ypcat group # ZIE NIS Wit group

# cd /var/yp && make # HmE yp HEE

ypbind 1EAEIEATHE?

# ps auxww | grep ypbind

/usr/sbin/ypbind —s —m -S servernamel, servername?2 # FreeBSD
/usr/sbin/ypbind # Linux

# yppoll passwd. byname

Map passwd. byname has order number 1190635041. Mon Sep 24 13:57:21 2007
The master server is servername. domain. net.

Linux

# cat /etc/yp. conf
ypserver servername
domain domain. net broadcast

5§ S55H SCP

INFRAGE (p21) | 4840 (p22) | SCP (p22) | B%iE (Tunneling) (p22)
5.1 Public key authentication

R A HINETA & S0 E 8 B ML 12 MR A SRR RE E L. AP RATHZ P o =421 key M
host-client %% host-server.

« ffif] ssh-keygen ‘EREHAN. REIAE ~/. ssh/id _dsa, A%HFE ~/. ssh/id_dsa. pub.

o BRI ARIRS 251 ~/. ssh/authorized keys2.

# ssh-keygen -t dsa -N’
# cat ~/.ssh/id dsa.pub | ssh you@host-server “cat — >> "/.ssh/authorized keys2”

Rk H ssh.com [f] Windows % )7 ¥

ssh. com HIAERDNEHE A I ) v a] N4k A e = FTP uhif: ftp. ssh. com/pub/ssh/. i ssh. com %/ uir=A
VAT 2EAE OpenSSH w45 #% EilbAT 40, nTLMEA ssh-keygen fiz4K5¢ .

e {#FH ssh. com &) umf)@—X%4H: Settings — User Authentication — Generate New...

o FRAFH DSA PR, ZPHKEN 2048,

« $5 U1 ssh. com /e R A RIS #5110 /. ssh Hk.

o WX C:\Documents and Settings\%USERNAME%\Application Data\SSH\UserKeys.

o eSS FAEA] ssh-keygen He4/NEH:

# cd ~/.ssh
# ssh—keygen —i —f keyfilename.pub >> authorized keys2
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— SSH SCP —
R FRAMER DSA %54H, R RSA HHW R PAR . X NEHAZ B LAY
£ Windows I ffil] Putty

Putty? JE—ANRj I H B B A MITIEFEA]) 2 ssh Windows %% 7 %o

o ffil pulTYgen FE/F0IEEZEANT.
PRAF 2 (Bedir: C:\Documents and Settings\%USERNAME%\. ssh).
ARG 51) ~/. ssh Hxk:

# scp . ssh/puttykey. pub root@192. 168. 51. 254:. ssh/

ffi] ssh-keygen 7t OpenSSH M%5#% b AE4ix AN A 481:

# cd ~/.ssh
# ssh-keygen —i —f puttykey.pub >> authorized keys2

* fE Putty REFRMLHIINLLE: Connection — SSH — Auth

5.2 fERL

FEEUGER, SSH Ui RO ARIEK EHIREL. 208 A (man-in-the-middle) My, Jg% &4 B i
VAR B IR G 2 7 i, SRAEIAE 1 USRI e e 55 38 IO LSk . AT ssh—keygen -1 SREUIRSS %145
4L

# ssh-keygen -1 —f /etc/ssh/ssh _host rsa key. pub # RSA #54H
2048 61:33:be:9b:ae:6c:36:31:1d:83:98:b7:99:2d:9f:cd /etc/ssh/ssh host rsa key. pub
# ssh-keygen -1 —f /etc/ssh/ssh_host dsa_key. pub # DSA 50 (BRIN)

2048 14:4a:aa:d9:73:25:46:6d:0a:48:35:c7:f4:16:d4:ee /etc/ssh/ssh_host dsa key. pub
PR 75 P i £ 3 380 R 45 2 T ] 6 F FE AR 45 2% () L sz

# ssh linda

The authenticity of host ’linda (192.168.16.54)" can’t be established
DSA key fingerprint is 14:4a:aa:d9:73:25:46:6d:0a:48:35:¢7:f4:16:d4:ee
Are you sure you want to continue connecting (yes/no)? yes

5.3 @A A AL

LA

# scp file.txt host—two:/tmp
# scp joe@host—two:/www/*. html /www/tmp
# scp —r joe@host—two:/www /www/tmp

7t Konqueror m{ Midnight &, FHilik fish://user@gate KU5RIEFE ARG ZERATI, W LR®E
M.
Ak, W PLHZET SCP UM R %K S uilf) sshfs K — MR H %, & fuse sshfs®,

5.4 f%iE (Tunneling)

SSH B&IE nf LAik it SSH it 47 1 4 &k (/I i BEIE) , AR 748450 M U Rl 122 4. e HAg L
YELE TCP P b 3l o VG Ay 20 (WAl ssh A1 NAT SE4)

# ssh -L localport:desthost:destport user@gate # gate N H#nTEHLME

# ssh —R destport:desthost:localport user@gate # #&ARM localport FH briw

# ssh —X user@gate # ¥k X

XK R gate I Ru 2 HAR TN desthost:destport. ¥& desthost & gate FHJHAR LN
M, WRIEREE T gate, IS4 desthost Fis2 localhost. o n] DA 22 i 144 % o

24. http://www. chiark. greenend. org. uk/ sgtatham/putty/download. html
25. ¥ : free AN
26. http://fuse. sourceforge. net/sshfs. html
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— SSH SCP —
7 gate LHIEHER

B BAVEVT WAE gate [IE{THI CVS(2401%5 1) A1 HTTP (8037 1) o« NI/ MBI T+, desthost mliid
localhost, FRAVFHA I 8080 AAXEF 80 umld, FrLABAIATFEE root MR, —H ssh session FJ7F, —
AN 55 3h 8 ] A AR b i 17 1]

# ssh -L 2401:1localhost:2401 -L 8080:1localhost:80 user@gate

¥k Netbios FIItFE &I 22 AR5 4%

R fA—H1E gate JGIMIEAIBIT ssh ) Winodws SMB JIR45#%. FRATFEEV i) SMB JLERIZAE 5L I
# ssh -L 139:smbserver:139 —L 3388:smbserver:3389 user@gate

BAEIXAS SMB L= ml DU \\127. 0. 0. 1\ i), {HHBEEARMILZICHMEN T, BRI ZEWEAE 139
iy 1 W IT )
PREEAR M E AT, IR XA WEIEE A P Hubb ko — AN Bl &, SMB =2 S A ik
HohbIER: . EAh, AHL RDP CU4E 3389 g IIUEWT T, FrUCAFRATTER w1 3388, XX A1, ibFRAEH—
ANRERL TP Hidik 1001, 1. 1.
o X}F Putty  _EAEFHYESEGII=10. 1. 1. 1:139, ‘B A LA L ElE (nultiple  loop) WA AIEE . #F
Windows 2000 F, Hf5 Putty ﬁﬁaiﬁf
o XIF ssh.com W% ) U, ZEAER] “Allow local connections only”. [RIA ssh.com %&b T T E
ﬂﬁiﬂ: F)T[//L/\FJE $:J:§$/|\/\¥
)ﬂfﬁﬁ IP Huhl 10.1.1.1 6 ilﬁlﬁ%(loopback)%m
# REOEHIIR OB # &, ROLEE T M () & S FEFIR B R i) «
o # IR TFIEBFAIE # WK ERLES # Microsoft , Microsoft Loopback Adapters
o FEXAMBEEAAN TP Huhkk 10010 1.1, HERY 255.255. 255. 0, BEH MK,
o EZL-OWINS, JFJE LMHOSTS #rif); Z5H] TCP/IP LfJ NetBIOS.
# JBH Microsoft MZ8% i, # **ﬁﬁ Microsoft IT?%I#%DTTED*IL/\%
ﬁﬁmzﬁth?JaﬁEF' IAEA \\10. 1 1.1 %3 SMB FL=RIH 10. 1. 1. 1:3388 IEHEue e %l .

IR
WA TAE:
o UAHREERK: 81TIEHGI81T netstat —an WA IFAEEEA 0.0.0.0:139 B 10.1.1.1:139
s HWH telnet % 10.1.1.1 1397
o UREFEFTIF 7K 52 A N LIERL”
"Microsoft ML SCAFFIFTENNIIL " HERAHEEH ?

£ NAT 5 TH % 52 AN 2 7 i

R P iR E—A NAT WOCJSI, cliadmin P 2438 cliuser &/ (H W), PEESTTH ssh
G B IEAEIZAT sshd [ gate Lo RATE root AR, HENGEKT 1024 BIAl, ATE gate LA
2022 . TMH, HT gate M H 54, %umaeﬁ%um%uz\zmo

FJa cliuser % /' (N HFxZE] gate):

# ssh —R 2022:1ocalhost:22 user@gate # HRR ) 22 U #] gate:2022 b
JFi cliadmin 273 (A EHLE] gate)

# ssh -L 3022:1ocalhost:2022 admin@gate # BRI P 3022 v O3 gate:2022 Ui
IMAE admin W] DL EBEZER: cliuser 257U

# ssh -p 3022 admin@localhost # local:3022 —> gate:2022 —> client:22

f& NAT JoIfiff) VNC iZE$E

RBE—ANAE NAT JaTh, WEWress Il 5900 _Erl i) i) Windows VNC %%/t .
JFE cliwin &) i3] gate:
# ssh —R 15900:1ocalhost:5900 user@gate

Fi cliadmin %/ 0 (N FEHLE] gate) :
# ssh -L 5900:1ocalhost:15900 admin@gate
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— fdiF SSH #37. VPN —
WAE admin FEEERT] WNC &)

# vncconnect —display :0 localhost

6 f#H SSH # sz VPN

H 4.3 RRIF4, OpenSSH AJLMAEH tun/tap? #a&kns—ANpEiE . HAERRLITIT TLS ) VPN ffuh i %
(f# OpenVPN) . Xt SSH MJ—MEARE, WATEEZ2BERA BN . HANEEMA SSH GE (R IL =%
). B AE, W T AR RER:,  HARMRCRRG . I HXAREEROE T 5.4 (W) TCP B, 1XA>
FARXF P &N E T TP 1 VPN SRR A . Wt FH A TCP iy LA R EH RG], J+HAEME 3/4
& Priltf 1CMP. TCP/UDP %5 L#RWIH . A EAFRE, FHIXLIEFAE sshd conf CHFHE AN

PermitRootLogin yes
PermitTunnel yes

6.1 A P2P E%

X, AT A S BEEERE helient 1 hserver WP EANL. XAEEEM helient JFURE] hserver [, IF
HIEH root Kefifo XAMMIERER f2 10.0. 1. 1 (RS 5m) A1 10. 0. 1.2 (& o) , ARG RATEIE# % tunb5 (Y
R DR BT o XA R T

« i SSH BIHIEEIN —w KiEH:

o WEEER IP Huhb. ARSSEFNE S K.

JE 2 B AR 55 v
ERG T2 ) o, AR5 FRIR S v AT i 2
Linux [ Hi 55 it

cli># ssh —wb:5 root@hserver
srv># ifconfig tunb 10.0.1.1 netmask 255.255.255.252  # fERSSum shell AT

FreeBSD I ik 45 i

cli>®# ssh —wh:5 root@hserver

srv># ifconfig tun5 10.0.1.1 10.0.1.2 # AEMRSS U shell EFAT

TE B v

R L AT A

cli># ifconfig tun5 10.0. 1.2 netmask 255.255.255.252  # Linux %)

cli># ifconfig tun5 10.0.1.2 10.0.1.1 # FreeBSD_ LM% ) i

WAEA TEHAGE BT, JFH AT UAEARM 3/4 )2 B4 IEE 1P bhbis i ad i iH
BN M 2%

B biaiey p2p wCEAN, —ANHEAHIMZESSH VPN HAS gate EEWANMFAE ML . RIAIXFE— M7, netA
5 192.168.51.0/24 A netB Ky 192.168.16.0/24. #E R FiAHE, FATRFERN routing. W
gate ANFEITBRINMSE, IBLERAA ML 0 T 3 NAT.
192.168.51.0/24 (netA) |gateA <-> gateB|192. 168.16.0/24 (netB)

o fEHRRIELD —w %8 SSH.

o FUEFRFER IP Hihb. IRSURAIE G SR,

© NANMZEIRIN routing.

o WIRTEE, 17 gate MIFAAAMZEIT EIFE NAT,
WE M netA W) gasteA FFUARIT.

27 VR : tun Dy ERAROA ROBERE, tap i ERULUK M BE# .
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— RSYNC —
& gateA F| gateB
ERN gateA TFUR, fAHATT gateB.

Linux [Iff] gateB

gateA># ssh —wbH:5 root@gateB

gateB># ifconfig tunb 10.0. 1.1 netmask 255.255.255.252 # {£ gateB [f] shell W4T
gateB># route add —net 192.168.51. 0 netmask 255.255.255.0 dev tunb

gateB># echo 1 > /proc/sys/net/ipv4/ip forward LIPS Y NINEPS

gateB># iptables -t nat —A POSTROUTING —o ethO —j MASQUERADE

FreeBSD ['ff] gateB

gateA># ssh -w5:5 root@gateB # Q& tunb W%

gateB># ifconfig tunb 10.0.1.1 10.0.1.2 # 7t gateB K shell H#u4T
gateB># route add 192.168.51.0/24 10.0.1.2

gateB># sysctl net. inet. ip. forwarding=1 # R ERIN  E

gateB># natd —s —-m —u —dynamic —n fxp0 # % NAT (page 17)

gateA># sysctl net. inet. ip. fw. enable=1

flE gateA
7E gateh EHATATA:

Linux [ff) gateA

gateA># ifconfig tunb 10.0. 1.2 netmask 255.255. 255. 252

gateA># route add —net 192.168.16. 0 netmask 255.255.255.0 dev tunb
gateA># echo 1 > /proc/sys/net/ipv4/ip forward

gateA># iptables —t nat —A POSTROUTING -o ethO —j MASQUERADE

FreeBSD [/f] gateA

gateA># ifconfig tunb 10.0.1.2 10.0.1.1

gateA># route add 192.168. 16.0/24 10.0.1.2

gateA># sysctl net. inet. ip. forwarding=1

gateA># natd —s —-m —u —dynamic —n fxp0 # & NAT (page 17)

gateA># sysctl net. inet. ip. fw. enable=1

AP RAT M 28 AT LUl SSH VPN KRB IS tH gate AZERNMIC, B4 1P # M NAT ¥ #
R, (LRSI R, % A AR A AE W L R W (response) , I HL NAT 6% TF I 1.

7 RSYNC

Rsyne ZEARZATLACE: cp B scp, MeAh, WiSaefb R maan. BT B aZE RRIEE, %M nan
ﬁﬁ ...... ﬁ%ﬁ#%'fﬁU%:
P ULH s BT T 2

# rsync —a /home/colin/ /backup/colin/

# rsync —a /var/ /var_bak/
# rsync —aR ——delete—during /home/user/ /backup/ # ¥ AR 4R (B R T

2B —HE, (AR T I48 k%% . Rsyne ] SSH BEATAE%m, JFHAEM SSH #9], WwRBCE M. M SCP
— A 7 AN A DL

# rsync —axSRzv /home/user/ user@server:/backup/user/

HEBRAE /home/user/  HARAT tmp  Hsk, JfFHARFEADN HRZIREM), ke Hx 4/ aiZ&  /backup/home/
user/. HLATH T M4
# rsync —azR —exclude /tmp/ /home/user/ user@server:/backup/

SSH EHA g 1 20022:
# rsync —az —e ssh —p 20022’ /home/colin/ user@server:/backup/colin/
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— RSYNC —

{EH rsyne SEPRERE (7)) R0, (HEEE SSH n#%., & /backup & XAETHECEIA: /ete/
rsynced. conf "1, AFE RSYNC PASSWORD ] LA ik & FH K %05 T 2 N\ 250

# rsync —axSRz /home/ ruser@hostname::rmodule/backup/
# rsync —axSRz ruser@hostname: :rmodule/backup/ /home/ # [\] Dl

— SO EIE T
-a, —archive ARG, 25T -rlptgoD (E -H)
-1, ——recursive X1 H 3 LLIs R b 2
-R, ——relative 1 FHAH R 1544
-H, ——hard-links TR B T B 45
-S, ——sparse X 68 SC A HEAT R i A B AT 48 DST 1 2 (1]
-x, ——one—file—system ANEE LA RS A
—exclude=PATTERN R HEBRAN T BEAL R 1K) SO AR
—delete-during A8 91 R ) AT B
——delete-after FEAr 4 R UL R

7.1 7F Windows L Rsync

AL cygwin B BOZITEK cwrsyne® RAE Windows FiZ4T rsynce IXAHT EEIA KA 5 E. HE
HAp—A AR, REHINEEE] Windows RGEEES: # BHHK > RE > ®dhs, HEAAEK
. Zw%E “Path” ¥ rsync HIZe3ERg4E, Ll C:\Program Files\cwRsync\bin B{# C:\cygwin\bin. iXHJ
PLik rsync 1 ssh AT Windows fn2-% LI+,

AL NNTIS

Rsync J&H B SSH FEiE ), BUIHIEMRSwmAEH SSH NiE. AZ&m T o H P %, rsyne 2% T4F
HI SSH AFANAEA] IAN T 20,

T A A E AT AE windows IS AT EEGIE OFME > 817 > omd) FERAE SSH R IBFEA]
A EAEEE, WSS “user” R “server”. WIRPF  authorized keys2  AAFELE, I
id dsa.pub J& authorized keys2 It F4&E.

# ssh-keygen -t dsa -N ”’ # G X}

# rsync user@server:.ssh/authorized keys2 . # MARSSESH% DUACHL SO A

# cat id dsa.pub >> authorized keys2 # B YRR 2SS INIX AN A 5H
# rsync authorized keys2 user@server:.ssh/ # & D0 [PIARSS 25

# del authorized keys2 # A ERAS b T

BUAEDA— T~ (FER—47 Hi) -

rsync —rv “/cygdrive/c/Documents and Settings/%USERNAME%/My Documents/” \
" user@server:My\ Documents/’

ERIERi)

AL EE S A B B & I BT S VR (R —> M > RETH > AREURD « 284017, Gt ab
M backup. bat HUfX user@server.

@ECHO OFF

REM rsync the directory My Documents

SETLOCAL

SET CWRSYNCHOME=C:\PROGRAM FILES\CWRSYNC

SET CYGWIN=nontsec

SET CWOLDPATH=%PATH%

REM uncomment the next line when using cygwin
SET PATH=%CWRSYNCHOME%\BIN; %PATH%

echo Press Control-C to abort

rsync —av ~/cygdrive/c/Documents and Settings/%USERNAME%/My Documents/” \
" user@server:My\ Documents/’

pause

28. http://sourceforge. net/projects/sereds
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— SUDO —

8 SUDO

Sudo 1] PAZE H] 7 — S HGH]  BOAUR T ANTT 2 root # i, Sudo X1 /MRGTAAI AR R & 12 H 7 M5k
YWARH A I sudo 1174

# sudo /etc/init.d/dhcpd restart # ] root NIRiz4T re WA
# sudo —u sysadmin whoami # i HHADH P EiTim s
8.1 W&

Sudo WIBLETSE /etc/sudoers ", FFHIGEM visudo 4>, HIEARIELE (FIFRELLES 0 FR) :
user hosts = (runas) commands # 7 /etc/sudoers !

users —PNEREZAH T EUERH 4 (8 %wheel) RIFAFALFR

hosts FHLFIFK (B ALL)

runas F1H P B FP B4y (88 ALL) SRATA 4, JE () WL

commands FH AT#E users LA runas B root MPRIEATIHIMA (B ALL)
BAN— LS ] LLUE X4, fhfl12 User Alias, Host Alias, Runas Alias 1 Cmnd Alias. XX} —Lbig
KNIPBE A M. FiHiE sudoers #i+:

# cat /etc/sudoers

# EHLA

Host Alias  DMZ
Host Alias DESKTOP

212.118.81.40/28
workl, work?2

# /a4 Ml runas B4

User Alias  ADMINS = colin, luca, admin
User Alias  DEVEL joe, jack, julia
Runas Alias DBA oracle, pgsql

# AL, HENEEENS

Cmnd Alias  SYSTEM = /sbin/reboot, /usr/bin/kill, /sbin/halt, /sbin/shutdown, /etc/init. d/
Cmnd Alias PW = /usr/bin/passwd [A-z]*, !/usr/bin/passwd root # Not root pwd!
Cmnd Alias DEBUG = /usr/sbin/tcpdump, /usr/bin/wireshark, /usr/bin/nmap

B NI R

root, ADMINS  ALL (ALL) NOPASSWD: ALL ~ # ADMINS %144 A () F 7m0 m] S5 AN 7 S5 5 it

DEVEL DESKTOP = (ALL) NOPASSWD: ALL  # JF/&x AGinlfE DESKTOP 544 () ML b AAT ] = 15
DEVEL DMZ = (ALL) NOPASSWD: DEBUG # JF& N RATLIFE DMZ H44 0 =ML LAE A DEBUG #44H 4

# F ) sysadmin FJLLLE DMZ 452 LHAT —Ldr 4

sysadmin DMZ = (ALL) NOPASSWD: SYSTEM, PW, DEBUG
sysadmin ALL, IDMZ = (ALL) NOPASSWD: ALL # W/LAZEdE DMZ Nl MU s
%dba ALL = (DBA) ALL # 4l dba ®[LLIZ4T DBA 142 5 ) AUBR 4 T A5 i &
# FTA P el LIAE DESKTOP W44 () =ML $E35/HE1E, CD-ROM
ALL DESKTOP = NOPASSWD: /sbin/mount /cdrom, /sbin/umount /cdrom
> B3R
9 AR N
9.1 HACAM
Jor s it o«

# openssl des —salt —in file —out file. des
# openssl des —-d —salt —in file.des —out file

A file A LLZHRY ST (tar archive) .

29. B IFARUAREA I b g et MIZEKN visudo SXTILTEVEMH T MAG 2, BERLS REH R 5 .
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— X —
9.2 HRY I E A H %

# tar —cf — directory | openssl des -salt —out directory. tar.des # s
# openssl des —d —salt —in directory. tar.des | tar —x # s

9.3 J 4 VA I s AN SR

# tar —zcf — directory | openssl des —salt —out directory. tar.gz.des # J%%
# openssl des —d -salt —in directory. tar. gz. des | tar -xz B iR

o fEff -k mysecretpasswordji, des&IVHAZ HAMZEIEK. AL, XAEWAL4.
« i des3fdes K IRTF H BRI IN% (Triple-DES Cipher) . X [F]Ff2 T AETE £ [1ICPU,

9.4 GPG

GnuPG 2 O BT J 401 (A %6 TS A2 BT A B0 1B AT N 28 N2 44 (R A . b4, gpg IR EZUEHE B RS, T
Wi TSN, BRI . B4 G HEAEM 4 (Web-0f-Trust) o

Al N AR I 59 (symmetric  cipher) o ZEARGIH, OO A — AR INE ), AT 4018
T XA H AT LU AT AR, AN T3], Gpg MG 7. gpe” 3 O 644

# gpg —c file # A A hn s A
# gpg file. gpg # SRR GEIT —o HAB )
A% FH % 5

TR S GPG Pk ET-%0 F1 GPG/PGP FEmESY, HFilE gnupg SCRY™2,
M’EHXT(%A’EH W) AEXFR IR . R
o PRI FRES N ST H H A URVE B A ] DUAR 25 (BE B AN 2 — AN AN (1) ST At ] LA
i) o AN AT R A 7T BLAr K
o AR R R i R RAEH FH KA 5 AR IR A BN 3 1R SCA o IXAN B A AR R e 4 RN I SR a5t ok 7 AW
BB, A T 1 SO A AR A EH 2 1)
LA R A (keyrings) , Whn] AELE—ANLL F %5 4H.
ﬁ?ﬁﬂ:ﬁifz%ﬁﬁ EHBIASAT, AR DB AARIIA 4 MR R ek . R T g A [ (1) 44
FIHEAF k) 2 A AU AR A . beAh, FRIGZAEH” 14 (passphrase) ”, A A& ] FL ) 205

# gpg —gen—key # I L [A]

7E Unix 3H1EMEAE ~/. gnupg/ W, 7E Windows _JHH 17k 7E
C:/Documents and Settings/%USERNAME%/Application Data/gnupg/ .

"/. gnupg/pubring. gpg # BAERAHA T LM SARNGER
/. gnupg/secring. gpg # nEEZ N
" FH 328 TP ] A A -

—e N H s

-d fREH s

v AW N C 47 B email@domain’)

—a &I ascii FHEEAE4H

—o FR i Sk
ASZEER] Your Name’ A " Alice’ 1EAN%HHE email B 44 & 9L THS% ., 251, Fen] L
"Colin’ or *c@cb.vu #5540 [Colin Barschel (cb.vu) <c@ch. vu>].

HHTA N0

ANTEFH/ RAMEMEH, BOMRECEA T .

# gpg —e —r Your Name’ file # AR A s

# gpg —o file —d file. gpg # e TH o feEimt o

30. http://www. madboa. com/geek/gpg—quickstart
31.http://aplawrence. com/Basics/gpg. html
32. http://gnupg. org/documentation
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— SR —
P 10
PR S A B A D], LIS AR Alice WFTIMESCHNIAD. (RITLUHRTRN ascii
SO G A BRSBTS

AT, Alice FHMKIAY], RIFHRIANE, Rt LU — A 3crbaath. XS SE R Alice
LA

# gpg —a —o alicekey.asc ——export ~Alice’ # Alice SN SE] ascii XA
# gpg —send-keys ——keyserver subkeys. pgp. net KEYID # Alice MBI AHIBN—NIRS 25
# gpg ——import alicekey.asc # RS NI A BRI A FAEE (pubring) H

# gpg ——search-keys —keyserver subkeys.pgp.net 'Alice’ # B(E M—HRS: %8 3B I A 4H
—HIXEERNAFNG, I SR — A SO R R

# gpg —e -1 'Alice’ file # 4y Alice &t

# gpg —d file.gpg —o file # RS Alice ZARAINSE LAY

WS

# gpg —listkeys # BT A I AR KEYID
KEYID PRYE */ J5in btfr: pub  1024D/D12B77CE ‘¥ KEYID /& D12B77CE

# gpg —gen-revoke ' Your Name’ # PR R A E B

# gpg —list-secret—keys & FHETE A

# gpg ——delete—keys NAME # WA HER IR — AN A A

# gpg —delete—secret—key NAME # AT B PR I B — AN FAEH

# gpg —fingerprint KEYID # SR KIVID IX A8 EAL

# gpg —edit—key KEYID # iR (b al BN/ e email)

10 4y X 2

Linux with LUKS (p29) | Linux dm—crypt only (p30) | FreeBSD GELT (p30) | FreeBSD Hfi 2514 (p31)

1 (VF2) AW kB sy, F - IR EnIERE T 7% e, LR H R RGERE LIRS %
ME. AMZEF LS E SO R . A, Hegnd 7o, 2Tl B myikEK, JEALH
IEANRH BT E

10.1 Linux

KES I BA ML FTHIT 2.6 WK Linux dm-crypt (device—mapper). {EIXANSEGFIH, 1EFATINE /dev/sdcl
I3, B AR HAR AR X L WAL, USBERE ] losetup GUEMMZETSCAFRI X o X T T30 201X, FATAE
HI /dev/loop0. FH BifgILfF/rIX. Device mapper AIFARZRISI—A70Xo TAMEH sdel FEoHIERREE, H
PR 745

dm—crypt with LUKS

LUKS 1 dm-crypt sE8CLFRImaEsAR, JEHE— MR EEZ A4, BRI, RN #
cryptsetup —help KM LUKS ZEFTH. WEEA BT LUKS {5 E, FFE FWithout LUKS [
M. F—DURTFERERE X fdisk /dev/sdc.

A oy X

dd if=/dev/urandom of=/dev/sdcl # nik

cryptsetup —y luksFormat /dev/sdcl # XA TALE sdel REHE
cryptsetup luksOpen /dev/sdcl sdcl

mkfs. ext3 /dev/mapper/sdcl # 6 extd WHARZ

mount —t ext3 /dev/mapper/sdcl /mnt

umount /mnt

cryptsetup luksClose sdcl # Detach O INEEITI4) X

H H H H

Attach

# cryptsetup luksOpen /dev/sdcl sdcl
# mount -t ext3 /dev/mapper/sdcl /mnt
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Detach

# umount /mnt
# cryptsetup luksClose sdcl

dm—crypt without LUKS

cryptsetup —y create sdecl /dev/sdecl # AT Al 5 X 4% /dev/1oop0
dmsetup 1s # RE—F, BlEss: sdel (254, 0)

mkfs. ext3 /dev/mapper/sdcl # HASE R A
mount —t ext3 /dev/mapper/sdcl /mnt

umount /mnt/

cryptsetup remove sdcl # Detach CLINZE K4 X

XFEAREER T (AE mkfs #%7) re—attach 43[X. WA IEM, mount frA¥EaM. X FXAMHlr, HE
TR IFEFE sdel (cryptsetup remove sdel) JEEEZERIA[,

#
#
#
#
#
#

10.2 FreeBSD

PANARAT I FreeBSD fEHELINSEAEER Yy gbde F gelio. FRINAEAEH geli JRIKAE© S IE HL e Al FH It s fgif o
B . VERSTIE FreeBSD 1 M 18. 6%, geli MLbAZi O 4Nk idk 4% «
options GEOM ELI

device crypto # WA E SCOEP I X AT
# echo ’geom eli load="YES” >> /boot/loader.conf # trJLILE RSG5 SN EM: kldload geom eli

A P R

AW R AT IR v s, AT T A AR A 1% (naster  key) . XEWRAE R
iy SRR P (K Y] /root/adl. key K attach )Xo FEHAAAEAEIXAN I 2 DX I HAR L. F R
USB 5l MR SCAR IR N v e

B 2 n 2 o X

# dd if=/dev/random of=/root/adl.key bs=64 count=1 # % I

# geli init —s 4096 —K /root/adl.key /dev/adl # XS TR AT —s 8192

# geli attach -k /root/adl.key /dev/adl # % /dev/adl SPETAEKRIIEES /root/adl. key REL
# dd if=/dev/random of=/dev/adl.eli bs=Im # AT, TR KA

# newfs /dev/adl.eli # B RSE

# mount /dev/adl.eli /mnt

Attach

# geli attach -k /root/adl.key /dev/adl
# fsck —ny -t ffs /dev/adl.eli # KBRS
# mount /dev/adl.eli /mnt

Detach
Detach JIRETERNII H B 5E K.

# umount /mnt
# geli detach /dev/adl.eli

/etc/fstab
I X AE /ete/fstab FHECE AR . RG0)5 shI2 i) N8 70 XRS50 . 6T AN 1) 8B S 2 I -

# grep geli /etc/rc. conf

geli devices="adl”

geli adl flags="-k /root/adl.key”

# grep geli /etc/fstab

/dev/adl. eli /home/private ufs W 0 0

33. http://www. freebsd. org/handbook/disks—encrypting. html
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— SSL Ak —
POEERE

e —A USB stick BUHMARSCAFE I E M AR PIRAFE 8. IXFHEOLT, B Z 5 J5A A
PISCIE. Prel B B AR AL, PR AT B A BRI —A> 1 6B IR/ cryptedfile.

# dd if=/dev/zero of=/cryptedfile bs=IM count=1000 # 1 GB

# mdconfig —at vnode —f /cryptedfile

# geli init /dev/md0 # AN A s
# geli attach /dev/md0

# newfs U -m 0 /dev/md0. eli

# mount /dev/md0.eli /mnt

# umount /dev/md0.eli

# geli detach md0. eli

BUAE R LAFEIZAS AR SN 280 I S 5 R SCAF R B

# mdconfig —at vnode —f /cryptedfile
# geli attach /dev/md0
# mount /dev/md0.eli /mnt

11 SSL Ak

P SSL/TLS  NUEZE I I AYHAIE, & h— A S PIRR AT S P48 A5 DR DA IR 28 S AN 3 K
1. g, JHFE web g5 (https) B Wl 55 4% (imaps) o

11.1 8

o BATTEE—AMETWUR N R EEZE A TUE T » IX— 2005 BNV R $e4t, W Thawte. Verisign®s. A
ok, JATR AT LB ERATH 2 1.

o AEEAMERZ K HIE (signing  request) . XNHIEFRE N ELWE S ITA LT FE B REZED
(ANFEEBAY) o ZAE HOF I RIL BN T L2288 . X DR EARMALES FaE TR,

o UEBMUR NI AR

o WRAETE, AR TR B BN SR N R AT (web IRZSAR . BRPFARSBREE) o

11.2 fic® OpenSSL
FAMEH /usr/local/certs AENIXAMIF 1 H R BCE MRIE VR B EAT N g /etc/ssl/openssl. enf (A,

Rl AAR 03 SO A EMB EL . DU /2 openssl. enf [RIAHICH 70+
[ CA_default ]

dir = /usr/local/certs/CA t RAFETEE Bk

certs = $dir/certs # EAERGE P FIEOARAT H 5%

crl dir = $dir/crl # ZE AR 4138 (CRL) BIERINIRAE H %
database = $dir/index. txt # LRAT OB KL TS I SCAS B PR e

R T H k&b 4

# mkdir —p /usr/local/certs/CA
# cd /usr/local/certs/CA
# mkdir certs crl newcerts private

# echo 701”7 > serial # 1Y serial NFELEN
# touch index. txt

11.3 8l — AN UER

WARAREA K B SN R VAR B, IRBEIEIR B O WERITH LMV E WG, I ARZA B ERA L LI
(1o BIAENIERZAL (CA) -

# openssl req —new —x509 -days 730 —config /etc/ssl/openssl.cnf \
—-keyout CA/private/cakey.pem —out CA/cacert. pem
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— SSL AIF —
11.4 G@EuFP2s Kk HiE

BEEN AL D (LB IR R4S 25 web  JIRS52%) , %%ﬁﬁ%%@@ﬁ%$%om%%%&ﬁﬁ$$i%
IR ALV (b an UW-TMAP sANSZEE) , IBAmtH —nodes SKAEH N

# openssl req —new —keyout newkey.pem —out newreq.pem \
—config /etc/ssl/openssl. cnf

# openssl req —nodes —new —keyout newkey.pem —out newreq.pem \
—config /etc/ssl/openssl. cnf # AXIXA B 2%

11.5 ZEiUEP

ZUE B HIEH CA ZERMIA, XA DM BN B 5E . R 768 FHd2H & “servername” FARIMIARSS
A

# cat newreq. pem newkey.pem > new. pem

# openssl ca —policy policy anything —out servernamecert.pem \
—config /etc/ssl/openssl. cnf —infiles new. pem

# mv newkey.pem servernamekey.pem

IALE, servernamekey. pem FliefA8H, servernamecert.pem Hi A ARSS 25 KIAETD .

11.6 GBS INIF (united certificate)

IMAP RS AR AR AR S Ak AL [ — AN SCffrp s Gl , X LR 2 BRI, AHR 1 S ORI 2 4
Apache tBA]DAACFRITF &, Al — M EUE BRI A servername. pem

o HSURYwiE2RFT TR SCAE (servernamekey. pem) , 345 DIFASHE] “servername. pem” SCAFH %,

o JR4ESIUEP (servernamecert. pem) A FFERIBIAE
)5 servername. pem SCAFNIZAE EARAGIXF

MITERzCCA7CgAwIBAgTBBDANBI. . . ]1G9wOBAQQFADCBxTELMAkGA1UEBhMCREUx

MMAEFRAIN) /usr/local/certs/ HkHH TIXLE;
CA/private/cakey. pem (CA AR5 #sAAEH)
CA/cacert. pem (CA RZS#EAEH)
certs/servernamekey. pem (AR45#5FA%H)
certs/servernamecert. pem (H55#s O F FUET))
certs/servername. pem (FAFAFIIRSS 25iE15)

BRUE R ) 22 4

11.7 BFIEPER

EEFUEBE L, REOX Al

# openssl xb09 —-text —in servernamecert. pem # BoRIEPER
# openssl req —noout —text —in server.csr # BoRHiEER
# openssl s client —connect cb. vu:443 # R web RESZRIMIERG S
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— CVS —

12 CVS

R4 as e s (p33) | CVS Wlik (p34) | SSH B&i& (p34) | CVS f#f (p34)
12.1 RSB E

CVS HIEEHIiH 1k

PEFE repository FHEGIAEMEEM cvs IR HEZE. U /usr/local/cvs (1R):
# mkdir —p /usr/local/cvs

# setenv CVSROOT /usr/local/cvs # WH CVSROOT ¥BEARE (AHh)
# cvs init # QT A AIEE CVS BLE S
# cd /root

# cvs checkout CVSROOT # 25 LR SRR AE B At AT

# cd CVSROOT
edit config ( fine as it is)
# cvs commit config

cat >> writers # B writers X (W4 readers)
colin

D # i [Controll[D] iE H! %%

# cvs add writers # WWINSCH: writers #F repository

# cvs edit checkoutlist

# cat >> checkoutlist

writers

D # M [Control] [D] iE %%k
# cvs commit # AT S

WIN—A> readers CfF, WEIRAREXDEEEHIRMNE. FE: AEAET cvs WHHEHIEGBEICME, MM E
GRS, BUE R AN . BATHTI S writers FISRGE AT G RUR
NI =R AT R ETT R CVS.e BTN AN BT EE PR E . & CVSROOT  #R2»AYSKE] T fi il i Al e

1i7:

o HIEEARMVIN X RSG . H P TREA SRR RSRERYI R CVS, B 7T EERBIEIERS, W2
HIBGIE o SRR AN AT ASHL repository A H M.

o fHiMH ext WMBGEIL ssh HKmFEV . AR ssh shell WKSTHIZE CVS JIRZS#% [ Al s B A SR A% mT B
FATH ext PRSGEIE ssh SkViin] CVS, TIANTT AR AN REIE . B MRS 4 RALEZATAE CVS B
BAF TAE. ssh BRSEWAE,

* H pserver R@EFEViH. XX THBRKNHMEMNEEZ, H7HE CVS 1 pserver it — ML
B PR IE, R TR B A Pk . XF R EAE N SA Ui,

A inetd WHE M

WRANTEMZE Y], CVS W LAUS T T ARM ., XFmFEvilnl, #£ /etc/inetd. conf (Suse A /etc/xinetd.d/
cvs) FECE W 4T, AiESFHHEFE inetd JH3) pserver:

cvspserver stream tcp nowait cvs /usr/bin/cvs cvs \
—allow-root=/usr/local/cvs pserver

A HRBAMT A internet Viln) cvs i HEF 7%, AIAEH] ssh BRIEREHE VTR repository.

FLA IR

CVS T TE?&VF%%E’J*%A(Elprmﬁﬂﬁﬂ%)ﬁ) XS] e A BE LR . T FR s i — Y
passwd (in the CVSROOT directory) I3, HAZE crypt HINMH P EFL MM, XA LI apache
i htpasswd T E 5.

R XA passwd SCHHAAE SO, RTLLFE CVSROOT " HZgmiE. EAREWNSH . HE2(EEiEH htpasswd
—help

# htpasswd —cb passwd userl passwordl # —c G/
# htpasswd —-b passwd user2 password2

BUEARIN  tevs BIRHMTIOEERAL, AEREVR cvs IRGSESHESINIE] cvs (BUEMRIEAZATI cvs MRS5E:
) EHEERGIXFE:
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— CVS —

# cat passwd
userl:xsFjhU22u8Fuo:cvs
user2:vnefJOsnnvToM:cvs

12.2 Wik e

TR — R o (Bt

# cvs —d :pserver:colin@192. 168. 50. 254: /usr/local/cvs login
Logging in to :pserver:colin@192. 168. 50. 254:2401/usr/local/cvs
CVS password:

CVSROOT 4% &

AN T RIEE repository ALE . XFTAMAGH, ZALENGERER repository HIH. X118
MM R, LR aitsE. i setenv CVSROOT string (csh, tesh shell) 8Y#  export
CVSROOT=string ( sh, bash shell) #'# CVSROOT M3iAri,

# setenv CVSROOT :pserver:<username>@host>:/cvsdirectory
For example:

# setenv CVSROOT /usr/local/cvs # A PRA AT

# setenv CVSROOT :local:/usr/local/cvs # |6 I

# setenv CVSROOT :ext:user@cvsserver:/usr/local/cvs # @ik SSH BV A

# setenv CVS RSH ssh # ext PpUIM

# setenv CVSROOT :pserver:user@cvsserver.254:/usr/local/cvs # ilid pserver R4

— HE MDA A A H 3E repository: ed HEAUREYIH AR H %

cvs import <module name> <vendor tag> <initial tag>
cvs —d :pserver:colin@192. 168. 50. 254: /usr/local/cvs import MyProject MyCompany START

fE repository FHANHM MyProject #HIiH (ZJGHKREH) . CVS &S A Y01 Ha N AR I H .

e

# cvs —d :pserver:colin@192. 168. 50. 254: /usr/local/cvs checkout MyProject
e

# setenv CVSROOT :pserver:colin@192. 168.50.254:/usr/local/cvs

# cvs checkout MyProject

12.3 i@t SSH FFiE 5 CVS

BATTTENA shell RMOXA. EH—A shell ', FRATBERELR] cvs JIRSGAIFXT cvs ERATIN K
(port—forward) » 7E55 A shell o1, A TELEART—FAEH cvs.
£t shell 1:

# ssh -12401:localhost:2401 colin@cvs server # HZIEHER] cvs PS4, ol
# ssh -L2401:cvs_server:2401 colin@gateway # AN EIE R ovs RSSAR

£ shell 2:

# setenv CVSROOT :pserver:colin@localhost:/usr/local/cvs
# cvs login

Logging in to :pserver:colin@localhost:2401/usr/local/cvs
CVS password:

# cvs checkout MyProject/src

12.4 CVS w4 M HAHH

FA

% import i HIRASINEEANHox, EMAUstT TEIAWHS . i, Hxx /devel/ G&HIFTAH X1
H 23N ZHRABAE CVS th (B ¥ Mk “myapp”.
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— SVN —

# cvs import [options] directory-name vendor-tag release—tag

# cd /devel # WAHEIZHR P RSN
# cvs import myapp Company R1 0 #t 1511 (release) FREZET] DL g ATAn] HLAN L]

EARINT —ASH 3% 7 /devel/tools/” 5, Ha[iX4A SN,

# cd /devel/tools
# cvs import myapp/tools Company R1 0

B HH MR

# cvs co myapp/tools # N tools Hak

# cvs co -t R1 1 myapp # ZHWEITIRA N R1L1 1Y myapp (sticky)
# cvs —q —d update P # AR CVS BB

# cvs update —A # HETA sticky R (EHM. LEI0)

# cvs add newfile # R In—AN s

# cvs add —kb newfile # oIS In—A~ R S

# cvs commit filel file2 # ARAT X IAN SO

# cvs commit —m “message” # PEAT A WO I T s i H AT R

4 — patch

It is best to create and apply a patch from the working development directory related to the
project, or from within the source directory.

# cd /devel/project
# diff —Naur olddir newdir > patchfile # Create a patch from a directory or a file
# diff —Naur oldfile newfile > patchfile

. H—A> patch

Sometimes it is necessary to strip a directory level from the patch, depending how it was created
In case of difficulties, simply look at the first lines of the patch and try -p0, -pl or -p2.

# cd /devel/project

# patch —dry-run -p0 < patchfile # Test the path without applying it

# patch —p0 < patchfile

# patch —pl < patchfile # strip off the 1st level from the path

13 SVN
Server setup (p35) | SVN+SSH (p36) | SVN over http (p36) | SVN usage (p36)

Subversion (SVN)*! is a version control system designed to be the successor of CVS (Concurrent

Versions System). The concept is similar to CVS, but many shortcomings where improved. See also
the SVN book™.

13.1 Server setup

The initiation of the repository is fairly simple (here for example /home/svn/ must exist):
# svnadmin create —fs—type fsfs /home/svn/projectl

Now the access to the repository is made possible with:
e file:// Direct file system access with the svn client with. This requires local permissions
on the file system.
* svn:// or svntssh:// Remote access with the svnserve server (also over SSH). This requires
local permissions on the file system.
* http:// Remote access with webdav using apache. No local users are necessary for this
method.

34.http://subversion. tigris. org/
35. http://svnbook. red—bean. com/en/1. 4/
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— SVN —
Using the local file system, it is now possible to import and then check out an existing project.
Unlike with CVS it is not necessary to cd into the project directory, simply give the full path:

# svn import /projectl/ file:///home/svn/projectl/trunk —m ~Initial import
# svn checkout file:///home/svn/projectl

The new directory “trunk” is only a convention, this is not required.

Remote access with ssh

No special setup is required to access the repository via ssh, simply replace file:// with
svn+ssh/hostname. For example:

# svn checkout svn+ssh://hostname/home/svn/projectl

As with the local file access, every user needs an ssh access to the server (with a local account)
and also read/write access. This method might be suitable for a small group. All users could
belong to a subversion group which owns the repository, for example:

# groupadd subversion

# groupmod —A userl subversion

# chown —R root:subversion /home/svn
# chmod -R 770 /home/svn

Remote access with http (apache)

Remote access over http (https) is the only good solution for a larger user group. This method
uses the apache authentication, not the local accounts. This is a typical but small apache
configuration:

LoadModule dav module modules/mod dav. so
LoadModule dav_svn module modules/mod _dav_svn. so
LoadModule authz svn module modules/mod authz svn. so # Only for access control

{Location /svn>
DAV svn
# any “/svn/foo” URL will map to a repository /home/svn/foo
SVNParentPath /home/svn
AuthType Basic
AuthName ”“Subversion repository”
AuthzSVNAccessFile /etc/apache2/svn. acl
AuthUserFile /etc/apache2/svn—passwd
Require valid-user
{/Location>

The apache server needs full access to the repository:
# chown -R www:www /home/svn
Create a user with htpasswd2:

# htpasswd —c /etc/svn—passwd userl # —c creates the file

Access control svn.acl example

# Default it read access. ”“* =" would be default no access

[/]

* =r

[groups]

projectl-developers = joe, jack, jane
# Give write access to the developers
[projectl:]

@projectl-developers = rw

13.2 SVN commands and usage

See also the Subversion Quick Reference Card®. Tortoise SVN*’ is a nice Windows interface
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— SmS —

5

Import

A new project, that is a directory with some files, is imported into the repository with the
import command. Import is also used to add a directory with its content to an existing project

# svn help import # Get help for any command
# Add a new directory (with content) into the src dir on projectl
# svn import /projectl/newdir http://host.url/svn/projectl/trunk/src —-m *add newdir’

Typical SVN commands

# svn co http://host.url/svn/projectl/trunk # Checkout the most recent version
# Tags and branches are created by copying
# svn mkdir http://host.url/svn/projectl/tags/ # Create the tags directory

# svn copy —m “Tag rcl rel.” http://host.url/svn/projectl/trunk \
http://host.url/svn/projectl/tags/1. Orcl

# svn status [——verbose] # Check files status into working dir

# svn add src/file.h src/file. cpp # Add two files

# svn commit —m ~Added new class file’ # Commit the changes with a message

# svn 1s http://host.url/svn/projectl/tags/ # List all tags

# svn move foo.c bar.c # Move (rename) files

# svn delete some old file # Delete files

14 s¢H a4
less (p37) | vi (p37) | mail (p38) | tar (p38) | dd (p39) | screen (p40) | find (p40) | JEZ:MH
(p41)

14.1 less

less x4 FHRAESE GG T 0 BE IR SR SCRY . "EAEVF 2 RAThRC T A
# less unixtoolbox. xhtml

—HEFEEFE A (N fREE [control]-[N]):

h H WRTRA ISR
f "F "V SPACE ) AR — B (8 N 47)
b "B ESC-v W SR8 — bt (8% N A7)
F FITRED: KT tail -7
/pattern ) 4% R DE ALz A AT
?pattern ) J5 48 R DU R iz = AT
n B AT R
N JRJ7 I E R H R
q B H
14.2 vi

Vi fEAEAT Linux/Unix KAT %R (gentoo WA?) LHEAAAE. B, FRATHDE IR L. Vi AW
AR AR RIS . T [ESC] BErTE MR, T 1 ST EAIAR. WRRER T, W
a2 M ¢ help.

Ynt s nano Ml pico MW WATATH, W H RS (IMHO) i H .

Quit
:w newfilename RAECEA newfilename
1Wq OT X PRAFIFIE
:q! E HEARAT

36. http://www. cs. put. poznan. pl/csobaniec/Papers/svn-refcard. pdf
37.http://tortoisesvn. tigris. org
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5
s

|

% &) F &
/string AT A4k string
?string MGk string
n [ ER L — kMR w4
N IR EE F— IR R w2
{ Tt 2 Bk 45 R
} Hohnts 22 B otk
16 Hhrte 23RS —AT
nG HoArte 2 CAFRIEE n AT
G Hohnts 23 B G — AT
:%s/0LD/NEW/g B A4k 20 OLD &y NEW
WK S
dd MBS 4 HirAT
D MHER kR 2 BT AR R 55
dw ]|
X MR- 45
u (A4 b — Rk
U ST AT IR g
14.3 mail

mail A e — M EHORUAGE M AE () SRR, Wil e s BERIE— B4, nl AR SRR A “mail
user@domain”. HE—4T T, RIGRMBENE . E—AFAT P RA Q) R RO IR 5

# mail c@cb. vu

Subject: Your text is full of typos

“For a moment, nothing happened. Then, after a second or so,
nothing continued to happen.”

EOT

#
XA FER] T IE

# echo “This is the mail body” | mail c@cb. vu

A T e 55 5 (0 Bl B0 i o
14.4 tar

e tar (BLHAARD T DONSCPERT H SR B SE IR . tar SRR, — e (TR SO A 2
s& . tgz I . tar. gz (zip) BH . thz (bzip2) o ANEAGHILLRTERAREN. IR SR, ARWTRE BRI AN
SCAFRIHEA M. — SR H A

1)

#cd /

# tar —cf home. tar home/ # AR4%EAS /home H3xk (¢ hEIED)
# tar —czf home. tgz home/ # 26T zip JR4E

# tar —cjf home. tbz home/ # ZE[FT bzip2 JR4E

AN H b h U B —AS (8i2AN) Bk, FHFORFEARXNT H sk 45t . 25491, /usr/local/etc  #1 /usr/local/
www, ENIFEER S S — R H & local/.
# tar —C /usr —czf local. tgz local/etc local/www

# tar —C /usr —xzf local. tgz # B local HEF| /usr
# cd /usr; tar —xzf local.tgz # [6] kyf—#F
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B (Extract)
# tar —tzf home. tgz # B AR SO TR SO, FEAREIK
# tar —xf home. tar # RO S (x AR
# tar —xzf home. tgz # 26T zip JR4E
# tar —xjf home. tgz # 2E[ET bzip2 K4

# tar —xjf home. tgz home/colin/file. txt # OB AN SCA

E=R7410]

# tar ¢ dir/ | gzip | ssh user@remote ’dd of=dir.tgz’ # VHMESE dir/ HIFEMERITAEFENL B
# tar cvf — find . —print > backup. tar # RS E H 3%

# tar —cf — —C /etc . | tar xpf — —C /backup/etc # $E0H3

# tar —cf — —C /etc . | ssh user@remote tar xpf — —C /backup/etc # AR L

# tar —czf home. tgz —exclude **.0 ——exclude ’tmp/’ home/

14.5 dd

Py dd (Wid &40y (disk dump) Y destroy disk, tHA[HE dd (&) HREE X, WifaE e .
IR
# dd if=<source> of=<target> bs=<byte size> conv=<conversion>

N conv HEII:

notrunc Ké‘iﬁiﬁﬁ'ﬂﬂiﬁt
noerror HA AN 1AL PR (el g MIX)
sync A AR FE B ibs AN 710, ALE D 2 (NUL) P54 55

BN 512 (ANEX) o MBR A TRAEL I — D BIX, ZJAM 63 EXGEA. BT R/NA]
LA BRFE DUid BEAH AR 75 2 22 1 A A

A AR

dd if=/dev/hda of=/dev/hdc bs=16065b # P8 DURLBE 20WEAE CRHIR)RAN)
dd if=/dev/sda7 of /home/root.img bs=4096 conv=notrunc,noerror # #{}} /
dd if /home/root.img of=/dev/sda7 bs=4096 conv=notrunc, noerror # K& /
dd bs=1M if=/dev/ad4s3e | gzip —c > ad4s3e. gz # [R5 50
gunzip —dc ad4s3e.gz | dd of=/dev/ad0s3e bs=1M # K E
dd bs=1M if=/dev/ad4s3e | gzip | ssh eedcoba@fry ’dd of=ad4s3e.gz’ # Wn] KL
gunzip —dc ad4s3e.gz | ssh eedcoba@host *dd of=/dev/ad0s3e bs=1M
dd if=/dev/ad0 of=/dev/ad2 skip=1 seek=1 bs=4k conv=noerror # Zn% MBR
# WA R (ad2) N, XU

(/3]

% dd ARSI X R — AN, BIFT A X XA RS X, HiF#H conv=sync, noerror ML,
dd BESBREIRX IR 0. Ft, X B EPRONET BN TR N SR . 1k KAMIE %4, H
bs=1k RWET. BRU—MEEARHEXIFHAEN X EZKE, BaH dd THEE—AEG o, H3
AN S, ARG TN RGBT R T . W T noerror iEIH, dd SBLEINREXIFEAN 0, HEIREX
AR S LR

# dd if=/dev/hda of=/dev/null bs=1m t KA

# dd bs=1k if=/dev/hdal conv=sync, noerror, notrunc | gzip | ssh \ # KiLF|EHE
root@fry ’dd of=hdal. gz bs=1k’

# dd bs=1k if=/dev/hdal conv=sync, noerror, notrunc of=hdal. img # g — A% e

# mount —o loop /hdal.img /mnt # P YE S (page 13)
# rsync —ax /mnt/ /newdisk/ # B LB —ASHT R
# dd if=/dev/hda of=/dev/hda # BB HEIRAS

# i ) fir xS T RUE AL (refresh disk) IRA . ﬁfﬁﬁﬁ%, B ZRUSG E BEA o
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JIH B
# dd if=/dev/zero of=/dev/hdc # R A A
# dd if=/dev/urandom of=/dev/hdc B SE L RN Ak 4
# kill -USR1 PID # & dd g (f{Linux!)
MBR #7175
MBR 0 T 51 RS XER, BN 512 75, |5 446 T A5 R, 446 ) 512 TN XK.
# dd if=/dev/sda of=/mbr sda.bak bs=512 count=1 # SEAA T MBR
# dd if=/dev/zero of=/dev/sda bs=512 count=1 # JHB& MBR FioyIx 3%
# dd if=/mbr sda.bak of=/dev/sda bs=512 count=1 # 5E4 UK EMBR
# dd if=/mbr sda.bak of=/dev/sda bs=446 count=1 # YRR 5| 3T

# dd if=/mbr_sda.bak of=/dev/sda bs=1 count=64 skip=446 seek=446 # K& /X FK

14.6 screen

Screen $EfE T AN T E I RE:
o fE—ANRIFHNIBITZ AN RIS (terminal session) o
« —ANERNREFSETE LR E T, RETIEiTTEG. BRI &g n] LLgEoeH], ] PIFE
MG HEER#E: I (reattached) .

] L 5 451

JFJ8 screen:

# screen

£ screen 22U, FATATLAHFE—ANKEEEEITFIFET (W top) « Detach XA, 2 J5 vl UM ILAWHLZS
reattach XA [A] 2 (L amisid ssh) .

# top

MAEH Ctrl-a Ctrl-d 3K detach. Reattach % uf:
# screen -r

BT :

# screen -R -D

WAE attach FXH, HAREE: LEIKEFLR) screen &if. #7ERARNELN screen &%, BI#EH
] screen iK% H ),

Screen f74 (ff screen H1)

a2l Ctrl-a FF4f.
« Ctrl-a ? HINAEMHE W2
« Ctrl-a ¢ AIEE—H1 window (Z¥)
e Ctrl-a Ctrl-n f1 Ctrl-a Ctrl-p YJ#H N —/EHT—4 window
e Ctrl-a Ctrl-N N & 0 2| 9 1%, HHRUIEBAEN N window
« Ctrl-a ” SKEUITH IE/EIZATIY window BT FRLAIAIER
* Ctrl-a a JH#EHIRM Ctrl-a
« Ctrl-a Ctrl-d WiFFFi A&, SEHIAEEESEITTES
« Ctrl-a x H#MBIH screen %
PR N ERIE AT Ko A1 IF HARE HiZ &, 1% screen it a#iZeil,

14.7 Find

— LG PRI
-x (BSD) -xdev (Linux) BTR—3CE &4 (fstab F1fF) dev)
—exec cmd {} \; PATI A B Eg ()

38. PEVE: /dev/urandom ek SCAFHEAL T AP L SO F SRANDOMEE 47 (1), ik 2= S8 " BEHL” IR BE AL 1 77 ¥
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—iname [ —name —#F, HAX KNG

-1s SRR T I RE R (R 1s —la)

-size n n i +n kMGTP)

-cmin n BRARG T EG n BRSO R S
find . —type f ! —perm —444 # SRITE TR R SO
find . —type d ! —perm -111 # ST oVl H 5%

find /home/user/ —cmin 10 —print # F3&/5 10 4he) @ eks Son et
find . -name ’*. [ch]’ | xargs grep -E “expr’ # FE4ATH LT HFMZE " expr FKisxR
find / -name “*.core” | xargs rm # Tk core BiEIHMIRTEAT M AR core. %)
find / —name “*.core” -print —exec rm {} \; # B —FpiEE

# FHREG I IRSCPE, iname AKX KRN —r D
find . \( —iname ”“*.png” —o —iname “*. jpg” \) —print —exec tar —rf images.tar {} \;
find . —type f —name “*.txt” ! —name README. txt —print # [& README. txt HJ3C4:
find /var/ —size +10M —exec 1s -lh {} \; # 74k > 10 MB {3 fF
find /var/ —size +10M -1s # 3 ] B
find . —-size +10M —-size -50M -print
find /usr/ports/ —name work —type d —print —exec rm -rf {} \; # V&E port

# LA SUID A4R3cff; XSS HRIESS, boifRr 4,
# find / —type f —user root —perm —4000 —exec ls -1 {} \;

/Ny xarg BY exec, PRI SCER H PSSR T RES IR PR R . AEASEIT “-print0 | xargs
-0” ¥ 7| xargs”. I -print0 WA find A NIERIG . BEXDAMN find RRREFEY.
# find . ~type f | xargs ls -1 # ANRETAETHEHNALT

# find . —type f —print0 | xargs —0 ls -1 # A] TAET-HTHEINL T
# find . —type f —exec 1s -1 " {}” \; # SffifHHT -exec HI5IH ° {’

H H H H

HOH H H H R

14.8 JRBZ1

# which command # N A IR A

# time command # TR AN A IAT SE I FH IR [R]

# time cat # i time fENFPER, H Ctrl-c Rf¥ik

# set | grep $USER # P BT A

# cal -3 t Bor=A1"HHI

# date [-u|——utc|——universal] [MMDDhhmm[[CC]YY]![. ss]]

# date 10022155 # T H AR

# whatis grep # DR A IREES R

# whereis java # A A IR AR R bRV H SR

# setenv varname value # WENEAE, &EAE varname [K{E% value (csh/tcsh)
# export varname="value” # WEINEAE, WEAE varname f{E N value (sh/ksh/bash)
# pwd # oNYET TAEE s

# mkdir —p /path/to/dir # WARAFEA SRR R, @M B E %

# mkdir —p project/{bin, src, obj, doc/{html, man, pdf}, debug/some/more/dirs}

# rmdir /path/to/dir # BhrH=x

# rm —rf /path/to/dir # R R H RN 2 (B

# cp —la /dirl /dir2 B AR, R H ST SO, RBREALHEE I

# cp —1pR /dirl /dir2 # [F]_ . (FreeBSD)

# cp unixtoolbox. xhtml {, . bak} # ¥ SOG4 B P T v

# mv /dirl /dir2 # B HRX%A

15 BRAPE 2 5%

15. 1 ZH &2 et ) A

# rpm —qa # HIH Ol i (R, SuSE, FEF RPM )
# dpkg -1 # Debian, Ubuntu

# pkg_info # FIH T O el AL (FreeBSD)

# pkg info -W smbd # A5 smbd ZZHE T IPLLIRA{EL (FreeBSD)

# pkginfo # Solaris

39. http://www. hcefl. edu/pollock/Unix/FindCmd. htm
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15. 2 500/ M s 8 A4

AU AL : SuSE & yast2/yast, Red Hat 4 redhat-config—packages.

# rpm —i pkgname. rpm # R4 (RH, SuSE, JE+ RPM 1))
# rpm —e pkgname # BRI AR

Debian

# apt—get update # EHEAIE

# apt—-get install emacs # 2% emacs B

# dpkg —remove emacs # M emacs #MAE

# dpkg -S file # BRINEZ file M¥M4H
Gentoo

Gentoo 1 emerge 1EN “Portage” MM P RLGIIIL L o

# emerge ——sync # [P A protage B
# emerge —u packagename # e AN R

# emerge —C packagename & IR R

# revdep-rebuild # BRI R L
Solaris

<cdrom> AR A /cdrom/cdromO.
# pkgadd —d <cdrom>/Solaris 9/Product SUNWgtar

# pkgadd —d SUNWgtar # IR A (GEZE bunzip2)
# pkgrm SUNWgtar # MR

FreeBSD

# pkg add -r rsync # SRIUIF%%E rsync

# pkg delete /var/db/pkg/rsync—xx # MR rsync #HMAE
Al PACKAGESITE AR & v B Ml 5L v LUKV A0 o 284N

# export PACKAGESITE=ftp://ftp. freebsd. org/pub/FreeBSD/ports/i386/packages/Latest/
# or ftp://ftp. freebsd. org/pub/FreeBSD/ports/i386/packages—6-stable/Latest/

FreeBSD ports

Port # /usr/ports/ s&—/NERAG R ZE M R4E. "TH portsnap T HKERHr port.

# portsnap fetch extract # MR TS, S0l port B
# portsnap fetch update # R port M

# cd /usr/ports/net/rsync/ # P H Rk

# make install distclean # ZEEIFE M (WA FE man ports)

# make package # Make —/>—#HEHlEMA4A

15.3 JFEir

T RO R ANSAT I B, FEP AT 0 R s NI HA R Es . A TR R F/NET, Bk T
FEnf g4 Uit 2 1B AT (RISRR A ZE) nT A 1dd A1 l1dconfig KA B AN £,

# 1dd /usr/bin/rsync # BT P G s AT I R

# ldconfig —n /path/to/libs/ # IR 2L H3%Add a path to the shared libraries directories
# ldconfig —m /path/to/libs/ # FreeBSD

# LD LIBRARY PATH B BRI I A
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16 U5 AR e i

A7 I 75 B — AN, RSO SR A
16. 1 A & it

SRR AT AR 5E A R 1Y, Rl iE S RO R PR ade. Al dconv TRLA—NGALE LS
NG

# iconv —-f <from encoding> -t <to encoding> <input file>
# iconv —f IS08859-1 -t UTF-8 -o file.input > file utf8
# iconv -1 # 55 RGP SR 1 G

FSCRY WOR BLAE, ST AE ] —f BT, iconv Sl HIAHL AR (char-set)
16.2 Unix - DOS ¥ifT

7t Unix Shell ¥4t DOS (CR/LF) #| Unix (LF) #iT#&xl. HATfFH dos2unix Al unix2dos T H, WHAR
HEATITE,

# sed “s/.$// dosfile.txt > unixfile. txt

£ Windows I¥EHRE:4L Unix % Dos #FAT#EIN. FEAE mingw BY cygwin T sed.

# sed —n p unixfile. txt > dosfile. txt

16.3 PDF #:4tpll Jpeg 1 EF:—H PDF AF

H gs (GhostScript) T.HFH#t PDF jZEﬁEﬁit G jpeg (8¢ png) EIE . W] LU B4 convert CRH
ImageMagick BY% GraphicsMagick T H) 4.

# gs —dBATCH —dNOPAUSE -sDEVICE=jpeg —r150 —dTextAlphaBits=4 —dGraphicsAlphaBits=4 \
—dMaxStripSize=8192 —sOutputFile=unixtoolbox %d. jpg unixtoolbox. pdf
# convert unixtoolbox.pdf unixtoolbox—%03d. png

# convert *. jpeg images. pdf # HEATA B s — 0 TR L) PDF SCRY

Ghostscript [FIFER[EREZ A pdf CAFRC—4r PDF SCRY. XA TAETIX4E PDF SCAFAR 7 EL—2 (well
behaved)” ML T o

# gs —q —sPAPERSIZE=a4 —dNOPAUSE —dBATCH —sDEVICE=pdfwrite —sOutputFile=all. pdf \
filel.pdf file2.pdf ... # {F Windows L[ "# AR =

16. 4 {LAEE 4t

T mpegd Gifith s 4 (3 RER A WL TA& T8 AL 35 ot

# mencoder —o videoout.avi —oac mp3lame —ovc lavc —srate 11025 \
—channels 1 —-af-adv force=1 —lameopts preset=medium —lavcopts \
vcodec=msmpegdv2:vbitrate=600 —-mc 0 vidoein. AVI

XA SRR  sox.
16.5 # D356 #E

2 cdparanoia®® w] LIRAEE ML (FreeBSD port f7F audio/cdparanoia/), oggenc n[%ii5% Ogg Vorbis #&
7, lame AJEEHER mp3.

# cdparanoia —B # ¥ UEPUR wav SCPFR) Y HT H 64103 (dir)
# lame -b 256 in.wav out.mp3 # ik 256 kb/s M) mp3

# for i in * wav; do lame -b 256 $i basename $i .wav .mp3; done

# oggenc in.wav —b 256 out.ogg # il 256 kb/s [ Ogg Vorbis

40. http://xiph. org/paranoia/
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17.1 ¥TEIm 4 lpr

# lpr unixtoolbox. ps # HEAFTEIHLET B

# export PRINTER=hp4600 # 5 CBRIAFTENAL

# lpr —Php4500 #2 unixtoolbox. ps # JREFTEINL hp4500 FF4TEN 2 4

# 1pr —o Duplex=DuplexNoTumble ... # B XU FTER

# lpr —o PageSize=A4, Duplex=DuplexNoTumble ..

# 1pg # AFHBIAITEHHLIIBAS

# 1pq —1 —Php4500 B TGN o T T ETHLBAA(E B

# lprm - # DR P ST ERHLIA I F T BN

# 1prm —Php4500 3186 # MIBRAENL 3186. mIffH 1pq BHEIES
# lpc status # HIENFT A ] FHFT ENAL

# lpc status hp4500 # WS ATEINIEL, AE ARSI A

BTN PDF SCHFRY, —SC3TEN R A AN AT postseript BIRES . W LUIXFEAR AL
# gs —dSAFER —dNOPAUSE -sDEVICE=deskjet —sOutputFile=\|lpr file.pdf

18 K4 e

18.1 PostgreSQL

B root M EUHCE 65

# psql —-d templatel -U pgsql
> alter user pgsql with password *pgsql password ; # pgsql N HEECEMEIH 4

(OUEC R DRRIIE - E/gES

1% createuser, dropuser, createdb F1 dropdb ZE[FT SQL A4yt . A1 —ASH 1Y bob
A=A EEMY bobdbs A AR FERE L 7 pgsql SKfgd:

# createuser —U pgsql —P bob # -P 2xifsk— ANk

# createdb -U pgsql —0 bob bobdb # S EPEE bobdn [T E & bob®
# dropdb bobdb # MMEREAEZE bobdb

# dropuser bob # MHERH ' bob

— A FEVAEHLHIC EAE pg_hba. conf SC{FH,
FOVF I FE U 7]

M $PGSQL DATA D/postgresql. conf HJFgEH b, XF Postgres 8.x %4 listen addresses =
’*’

SO $PGSQL DATA D/pg hba. conf 5& X T ifjimlhl. 2841

# TYPE DATABASE USER IP-ADDRESS IP-MASK METHOD
host bobdb bob 212.117.81.42 255. 255. 255. 255  password
host all all 0.0.0.0/0 password
A A 52

{FH pgsal 8% postgres A RIEHEM M . T TS 2500 A S AN B0 I

# pg dump ——clean dbname > dbname sql. dump
# psql dbname < dbname sql. dump

ey AR BT AT Bl (A5

41, B BB sE ERIHEE (pipe) J7alH PDF 45 A —sOutputFile IS AL 1pr #TEI,
42. PR HSE—A Shell HiA
43, B A, PATIEAS A B T RO AR T . AN, i RBATH P A G AR, BT Ll -0 fe A .
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# pg dumpall ——clean > full. dump
# psql —f full. dump postgres

FERXAM T, URAT DA BT R A I PRI T 1B, (O i AR 1) — AN s R e 48, A
postgres MNi%/ HLE U HEFE.

18.2 MySQL

B mysql root H T EGILE M PR E Y
ikl

# /etc/init.d/mysql stop

or

# killall mysqld

# mysqld ——skip—grant-tables

# mysqladmin —u root password ' newpasswd’
# /etc/init.d/mysql start

ko2
# mysql —u root mysql
mysql> UPDATE USER SET PASSWORD=PASSWORD (“newpassword”) where user=" root’ ;

mysql> FLUSH PRIVILEGES; # ) 24 root”
mysql> quit

Qs 1 A0 K a

# mysql —u root mysql
mysql> CREATE DATABASE bobdb;
mysql> GRANT ALL ON *.* TO 'bob’ @ % IDENTIFIED BY ’pwd ;
# ffiH localhost #AX % SRBEHIM 251 n)

mysql> DROP DATABASE bobdb: # MIBREE)4 bobdb
mysql> DROP USER bob; # WA bob

mysql> DELETE FROM mysql.user WHERE user= bob and host="hostname’ ;
# M mysql EIEEE user FH user=bob, host=hostname [1]ic3%
mysql> FLUSH PRIVILEGES;

FEVFIZ RV 7

TCFEVT ) I8 5 FCVF AN B E, AT A E. X /ete/my.enf  BHELEN 1P Huhk. HEHA
bind-address = 4 &k,

# mysql —u root mysql

mysql> GRANT ALL ON bobdb. * TO bob@ xxx. xxx. xxx. xxx IDENTIFIED BY ’ PASSWORD’ ;
mysql> REVOKE GRANT OPTION ON foo.* FROM bar@ xxx. XXxX. XXX. XXX ;

mysql> FLUSH PRIVILEGES; # {fif " hostname’ ANy *% KrgAViM

ey AP
e AR AN i Hf e

# mysqldump —u root —psecret ——add-drop—database dbname > dbname sql. dump
# mysql —u root —psecret —-D dbname < dbname sql.dump

ey RS T AT (A0 7 -

# mysqldump —u root —psecret ——add-drop—database ——all-databases > full. dump
# mysql —u root —psecret < full. dump

XH mysql root MJ#AYSA “secret”, —p EIUGHIEA ZTH . MPMAFH —p LI CAERE) , G2 ATHRAT
Ja & BRI N
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18.3 SQLite

SQLite* SE NN . AT ) (self—-contained) « TCARSS 251 (serverless) . ERCE
(zero—configuration) SQL Zd& )% .

3 P 52

KA SQLite BllafEdr&. 211, VRATELGi A SO RAE T Bt B PRI SE A, AR5 R IX
ANEEAE . IXHAER] SQL ARG A S . W1 3. x BlEE AT salite3.

# sqlite database.db .dump > dump. sql # &0
# sqlite database.db < dump. sql #

i 2.0x B O3.x HEE

sqlite database v2.db .dump | sqlite3 database v3.db

19 HE & PR %0

T 5 B 40 FH 2 B8 il 5 2 Tr) /N AR/ sl ] 7 (Bl P 21) o FH R SC4-%. The  quotas  are allocated on a

per—file system basis and are enforced by the kernel.
19.1 Linux W&
Quota T HALMN O 2eds, HAafH—agir TR,

fE fstab  WPEEH P ECAIE R X . WIRA X IEEMEH, LHPTAE RSO, SE R R 5% NN
usrquota #| fstab [FJHEEZEEMP, 2541+

/dev/sda2 /home reiserfs rw, acl, user xattr, usrquota 1 1
# mount —o remount /home
# mount # f A usrquota CLZEUE, 5 EJH

H quotacheck #J&E4t quota.user XAF.

# quotacheck —vum /home
# chmod 644 /home/aquota. user # LKA B SRR

HJHA (e. g. SuSE [ /ete/init. d/quotad) BX quotaon i FH FR%¥:
quotaon —vu /home
For A A FH I O -

quota —v

19.2 FreeBSD WH

Quota T H & FreeBSD FEAR RS-, RMAILTEE quota I WHERANALE, Fi e EimiENZ.
options QUOTA
5 Linux —#&, WhNFR%0%] fstab &I (J& userquota, AN usrquota) H:

/dev/ad0s1d /home ufs rw, noatime, userquota 2 2

# mount /home # ERTEE X
fE /etc/rc. conf A AL IRAIFEHFH quota RS-

# grep quotas /etc/rc. conf

enable quotas="YES” # 7B shHT IR (B0 “NO”)
check quotas="YES” # {EBEIRR A IR (5K “NO”)
# /etc/rc.d/quota start

44, http://www. sqlite. org
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— Shells —
19. 3 43 fic PR %

A PRATER A FEABR 6] (W& N0) « H edquota SKXATE AT PR, —A quota AT FZH AR . B
quota SEILZ I SCAFEERIANTR], AL R R AR R BRI 2 (inodes) Z0E LS AT FH 35 T LR P45k DX B
£, Only change the values of soft and hard. WEREKIEE, BOAXIRK/PNA 1k, H edquota -t HE
grace WJ[i], 28/ M|+

# edquota —u colin

Linux

Disk quotas for user colin (uid 1007):

Filesystem blocks soft hard inodes soft hard
/dev/sda8 108 1000 2000 1 0 0
FreeBSD

Quotas for user colin:
/home: kbytes in use: 504184, limits (soft = 700000, hard = 800000)
inodes in use: 1792, limits (soft = 0, hard = 0)

GVFZ T o3 e PR A

4% edquota —p AIREH—A> quota gy HABR & 254000+, KA - BB A - -
# edquota —p refuser awk —-F: $3 > 499 {print $1}  /etc/passwd

# edquota —p refuser userl user?2 # Y% 2 MR/

Ay

P AT A quota (OUF quota. user WAZAIEL) SKn] LU A AlA T BRAT. Root W] LAESFE BT H P HIBR %
# quota —u colin # A PR

# repquota /home # T H P AEIEA 7 X LR Ol

20 SHELLS

% Linux RATHRAEH BASH Shell, BSD & tcsh, Bourne Shell AXHFHIA, idy&as (Filter) JEH A
F5f B o] H 118 (pipe) :
grep FEA VLS
sed BRI AT B B AT
cut M—ANFRICTFAFT BT 48 E 51 5 ds
sort e BT HE Y
uniq  MMER—ASCAP EL AT
A, — A A 4
# ifconfig | sed "s/ / /g | cut -d” 7 =f1 | uniq | grep -E “[a-z0-9]+" | sort -r
# ifconfig | sed ’/.*inet addr:/!d;s///;s/ .%//" |sort —t. —kl, 1n —k2,2n —k3, 3n —k4, 4n

sed MIBLFRF R AIEE — DAL A tab. EAEMLSEHIG A tab, FTLIEM ctrl-v ctrl-tab,

20.1 bash

Bash. sh [ [ *F &1

# cmd 1> file # TE bR AERTH B fileo
# cmd 2> file # HE M bR IR B files
#cmd 1> file # T M b BN E] file,

45, VEIE: APATAMREFPI, BT RS T IT T 3N SCAR R AT, 3. O (RRvfEfiA) o 1 (harEfi i) A2 (hruEsuedanit) o 505 [ dm
HAFS O) & DIRE, Bl shell HEMAMERE. KLY, G KINEE, FREEMFMERAN. f9 28T mARAERS
the
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# cmd & file # FE A RBRMEES R H B files

# cmd >file 2>&1 # T E ) bR AR I B AR AR S e M E files
# cmdl | cmd2 # oemdl P EEIEES] cnd2 WA

# cmdl 2>&1 | cmd2 # omdl PRy By HS RS D L B R R emd2 HIEA

B PR BCE SC: /. bashre (BHATLLE ©/.bash profile) . FHISHIAEFH, 7. . bashre” THINE .

# in . bashrc
bind * “\e[A” :history-search-backward # f#iJ] I Nk
bind * “\e[B” :history-search—-forward # i ii%d. LMZFE!
set —o emacs # Set emacs mode in bash (& F)
set bell-style visible # Do not beep, inverse colors

# WE MR FHE [user@host]/path/todir>
PS1="\[\033[1;30m\] [\[\033[1;34m\]\u\[\033[1;30m\]”
PS1="$PS1@\[\033[0;33m\]\h\[\033[1;30m\]J\[\033[0;37m\]”
PS1="$PS1\w\ [\033[1;30m\]>\[\033[0m\]”

# BAA YA A4 (alias), HFHERIAMAMGS alias

alias 1s="1s -aF # INFEREF (x/=>@] ez —)
alias 11="1s -aFls’ # VR

alias la="1ls -all’

alias ..="cd ..’

alias ...="cd ../..]

export HISTFILESIZE=5000 # BEORHI D sl

export CLICOLOR=1 # B n eI HD

export LSCOLORS=ExGxFxdxCxDxDxBxBxExEx

20.2 tcsh

Tcsh. csh EEHAEE O F >> [H sh —Ff):

# cmd Y& file # O E ) AR AR EE R B file.

# cmd >>& file # GBIk AR B AR R R B files

# cmdl | cmd2 #oemdl MBS EEEES cnd2 WA

# cmdl [& cmd2 #oomdl P g H RS e OB B IEERE R emd2 BT

Csh/tcsh [ ELAE ~/.cshre W, {8 source . cshre” KEF M. #lT:

# in . cshrc

alias 1s ’1s -aF’

alias 11 ’1s -aFls’

alias la “1s —all’

alias .. ed L

alias ... ed L./

set  prompt = "%B%n%b@%B%m%b%/> ~ # 1% user@host/path/todir>

set  history = 5000

set  savehist = ( 6000 merge )

set autolist # PR AN AR AT A

set  visiblebell # A4 PN B B 1 5 SR EUA R g n 25 he

# Bindkey FIEI(h

bindkey —e Select Emacs bindings # K247k 25V emac stz
bindkey -k up history-search-backward # {#iH I FigkiHZR

bindkey -k down history—search—forward

setenv CLICOLOR 1 # (B AT REMTE)
setenv LSCOLORS ExGxFxdxCxDxDxBxBxExEx

% emacs MUK emacs PRAEHCRE A AHRIT. XRIEFAEHM CRRN Emacs HF) . e HMm 2
mR:

C-a B ehr 2473k

C-e B ehr 2172

M-b R Bl e br B HT— A ]

M- Bl Jehr B fg— A ]

M-d BYUY) N — AN L]

C-w BYY) e J — A ]

C-u BIU AR R BT AT

48



— A —

C-k B YA G BT 5
C-y G B o BY VD IR 245 (187 20 T RE )
C- AL

VERE: C- = ¥dE control &, M- = {%4E meta (EEH N alt B escape) .
21 JHIA
IRl (p49) | MIASE] (p50) | sed/Szdr4 (p50)

Bourne shell®® (/bin/sh) fFETHIAW Unix &G, HHHMSHEARL (GE4) ffBH; man 1 sh J&—
MIHZ%,

21.1 A:nh

A M Z 4

] variablevalue Midr&HREEAR, o variable BT, valuo i HIRGA ZAER L. (]
$variable FRENAZ HAH .

MESSAGE="Hello World” R N o

P1=3. 1415 e e e IR

N=8

TWON="expr $N * 2° # HARFRIEN (RIREED

TWON=$ (($N * 2)) # 5 —FpEE

TWOPI="echo “$PI * 2” | bec -1’ # fH be SHTIRAEE

ZERO="echo “c ($P1/4)-sqrt(2)/2” | be -1

mAITSH:

$0, $1, $2, ... # $0 mAAG

[$= # S AL

ok TS (AT LE $e)

— LR R T AR

$$ # CMETHERE 1D

$2 B BJE AR HAR &
command

if [ $2 !'=0 ]; then
echo “command failed”
fi
mypath= pwd’
mypath=$ {mypath}/file. txt

echo $ {mypathtt=/} # HNERYAE4
echo § {mypath%%. %} g BT RIS
Var2:${vuy::string} # R vart A e, MUstringﬂaﬁﬁwﬁﬁiz%var,
# AR A RS, var2
ey AR
for file in "1s
do
echo $file
done
count=0

while [ $count -1t 5 ]; do
echo $count
sleep 1
count=$ (($count + 1))

46. +7F: Shell fE/EIRZ 7, 1 bash(Bourne Again Shell), csh(C Shell), tcsh(TC Shell), zsh(Z Shell) %%, it ps iy AR5 HIE
TEIBAT I WA Shell.,
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done

myfunction() {

find . —type f —name “*.$1” —print # $1 AHERE NS
}
myfunction “txt”
P AN A

MYHOME=/home/colin
cat > testhome. sh << EOF
# P _EOFRTHACISHES S HEAS] testhome. sh SO 2%
if [ -d “$MYHOME” ] : then
echo $MYHOME exists
else
echo $MYHOME does not exist
fi
_EOF
sh testhome. sh

21.2 Bourne JH A sz

KA, BEEIARMA xhtml SCRYBIEE—AS PDF /£
#!/bin/sh

# AR LG — g HOUR HT ENHLIT BN PDF A% 501 45

if [ $# —ne 1 ]; then t ESHERET 1
echo 1>&2 “Usage: $0 HtmlFile”
exit 1 # WRAET1, JF0EH
fi
file=$1 # R
fname=$ {file%. *} # WL E
fext=§ {filett*. } # Y A
prince $file —o $fname. pdf # www. princexml. com

pdftops —paper A4 —noshrink $fname.pdf $fname.ps # GIE postscript /M1
cat $fname.ps |psbook|psnup -Pad4 -2 |pstops —b “2:0, 1U(21cm, 29. Tem)” > $fname. book. ps

ps2pdf13 —sPAPERSIZE=a4 —sAutoRotatePages=None ${name.book.ps ${name. book. pdf
# 7& Windows ¥ #a4 Al #None!
exit 0 # oexit 0 FE AT

21.3 —1 sed W%

XHRHAT sed M™Y. A MR sed /M4 R HFES.

sed *s/stringl/string2/g’ # B¥e stringl N string2

sed -1 ’s/wroong/wrong/g’ *. txt 8 F] g BTG R R i

sed “s/\ (. *\)1/\12/¢g’ # 154 anystringl & anystring2

sed " /<p>/, /<\/p>/d" t.xhtml # MIBRLL <p> FFR, DL </p> 45RHIAT
sed '/ *#/d; /7 *§/d # MR A ST

sed "s/[ \tl*$// # MIBRATRZTH (A tab A3 \b)
sed "/ [ \t]*//;s/0 \t1*$// # MERIT kRS

sed "s/["*]/[&]/ # FEEEER [ top > [tlop

sed = file | sed 'N;s/\n/\t/” > file.num # R SCETR TS

21.4 ENFRIER

TR ENRIE X R T sede ME—ADREFIES, WIH FAENTELY,

47. http://student. northpark. edu/pemente/sed/sedlline. txt
48. http://www. grymoire. com/Unix/Sed. html
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— G —

[\, 2440 #ORTRERE, ST A IR E 5
\ # O SUBTRTRE, U T A
. # WALH 0 YLK

. B AR AT

x # LA 0 AR

: # DLFLS I AT TP AR AL

$  ULALRFH AR A

3 ¥ LRLFRFATRE A

8  ULALILAE RS 1T

["A-7] # PLREATATLL A2 7 FHAT

21.5 — 25 fr 4

IR T T AN AR S AT A R BRI

sort —t. —kl1, 1n -k2,2n —k3, 3n —k4, 4n # HP IPv4 MK 1P bbb

echo "Test’” | tr ’[:lower:]” ’ [:upper:]’ # ks

echo foo.bar | cut -d . -f 1 # i&[H] foo

PID=$ (ps | grep script.sh | grep bin | awk ’ {print $1}) # IEAEIBIT4 N script A PID
PID=$ (ps axww | grep [pling | awk ’ {print $1}") # ping ) PID (w/o grep pid)
1P=$ (ifconfig $INTERFACE | sed ’/.*inet addr:/!d;s///:s/ .*//’) # Linux

IP=$ (ifconfig $INTERFACE | sed ’/.*inet /!d;s///;s/ .*//") # FreeBSD

if [ "diff filel file2 ‘ we =1~ !=0 ]; then [...] fi # ST ?

cat /etc/master.passwd | grep —v root | grep -v \*: | awk -F”:” \ # @& http passwd
“{ printf ("%s:%s\n”, $1, $2) }’ > /usr/local/etc/apache2/passwd

testuser=$ (cat /usr/local/etc/apache2/passwd | grep —v \ # & passwd FHIH)
root | grep —v \*: | awk -F”:” ’ { printf("%s\n”, $1) }’ | grep "user$)

cO0{ & ) # bash fork JESf. £ THIRHIPLAEDO
tail +2 file > file2 B OMBR SO0 2R —AT

AL — Bl MR — XS Z SR A . B0, I coxx B L cppe HEERERERT [ sh Sgilll—
No PRFEFERTLMEA] 674 rename SKAOXLE, W22 TR, S0 ] bash W4

# 1s *.cxx | awk —-F. ’ {print “mv “$0” “$1”.cpp”}’ | sh
# 1s % c | sed "s/.*/cp & & $(date "+%Y%m%d”)/” | sh # {1 #Dl * ¢ B *. c. 20080401

# rename .cCXX .cpp *.CXX # EaAE . oxx K - Cpp
# for i in *. cxx; do mv $i ${i%%. cxx}.cpp; done # bash W&

22 e

22.1 C Hpb

strepy (newstr, str) /% U1 str 2l newstr */

exprl ? expr2 : expr3 /% if (exprl) expr2 else expr3 */
x=(G>2z) ?2y : z; /¥ if (y > z) x = y; else x = z; */
int a[]=1{0, 1,2} ; /* PIURACEA (83 al3]=1{0,1,2}; */
int a[2][3]=1{{1, 2, 3}, {4,5,6}}; /% VI —4EAd] =/

int i = 12345; /% M1 Bl char str %/

char str[10];
sprintf (str, “%d”, 1i);

22.2 C SZ4l

— A E/MEF C 23 simple. c:

#tinclude <stdio.h>
main() {
int number=42;

49. http://www. regular—expressions. info/reference. html
50. ¥ : http://forum. ubuntu. org. cn/viewtopic. php?t=92074
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printf ("The answer is %i\n”, number) ;
J
it

# gce simple. ¢ —o simple
# ./simple
The answer is 42

22.3 C++ FHnl

*pointer // FR MRS FRE

&obj // X% obj Rl

obj. x /] FWE) obj HRL x

pobj—>x // F&%t pobj $RIAIFK M) Mt x

// (kpobj).x [A pobj—>x
22.4 C++ 5L

K ANFHMINSE— A Cr+ B, FRATE k30 (IPv4. h) Hh G — A28 5F HszEl'e: (IPv4. cpp), ARGl
—AFEIRAE FHH ohfe . XK R ITIESEIL T TP Hhlik A F 3R R B R AT T BN ) S A . XN
IMEET CH+ BRI Z Y8 S (mul ti—source) 4%

IPv4 class

IPv4. h:

#ifndef IPV4_H
ftdefine IPV4 H
#include <string>

namespace GenericUtils { // B namespace
class IPv4 { // FEX
public:

1Pv4() ;

“TPv4 () ;

std::string IPint_to IPquad(unsigned long ip);:// R J7id:4
¥
}//namespace GenericUtils
#endif // IPV4_H

IPv4. cpp:

#include “IPv4.h”

#tinclude <string>

#tinclude <sstream>

using namespace std; // ffiFH namespace
using namespace GenericUtils;

IPv4::IPv4() {} /] BN IE /BT AL R 2R
IPv4::"TPv4() {}
string IPv4::IPint to IPquad(unsigned long ip) { // Wbl Jii:scEi
ostringstream ipstr; /[ AT R
ipstr << ((ip &0xff000000) >> 24) /] it
<< 7.7 << ((ip &0x00££0000) >> 16)
<77 < ((ip &0x0000££00) >> 8)
<< 7.7 << ((ip &0x000000€f)) ;
return ipstr.str();
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FE¥ simplecpp. cpp

#include ”“IPv4.h”
#tinclude <iostream>
#include <string>
using namespace std;

int main (int argc, char* argv[]) {

string ipstr; // BN
unsigned long ipint = 1347861486; /] BT 1P
GenericUtils::IPv4 iputils; [/ B — AR S
ipstr = iputils. IPint_to_IPquad(ipint); // VBTSSR R 53 7 s
cout << ipint << 7 = ” << ipstr << endl; // g R
return O;
}
G RAT
# g++ —c IPv4. cpp simplecpp. cpp # IR H AR SO
# g++ IPv4.0 simplecpp.o —o simplecpp. exe # R HARMCS, AT AT SO

# . /simplecpp. exe
1347861486 = 80. 86. 187. 238

fFH 1dd BIAKS 2 41 H o] AT R BT OB IR SR 2 PESCE o 33X AN i 2 [ RE m) DL RAS B L2 i () 2 2K
# 1dd /sbin/ifconfig

22.5 fR¥H) Makefile

TN IR /MU Z U5 SCAF (mul ti-source) 4t Makefile onll Fo BE—Nay AT, tab JF4R! ALK —A
BARATH R B\ Ko 24T .

CC = gt++

CFLAGS = -0

0OBJS = IPv4.o0 simplecpp. o

simplecpp: ${0BJS}

${CC} -o simplecpp ${CFLAGS} ${OBJS}
clean:

rm —f ${TARGET} ${OBJS}

23 A & 4 Bl

23.1 X4

Linux Y en. t1dp. org

Linux Man Pages www. linuxmanpages. com

Linux 4 Hax www. oreillynet. com/1inux/cmd
Linux doc man howtoslinux. die.net

FreeBSD T www. freebsd. org/handbook

FreeBSD Man Pages  www. freebsd. org/cgi/man. cgi
FreeBSD FH)/" wiki  www. freebsdwiki. net
Solaris Man Pages  docs. sun. com/app/docs/coll/40. 10

23.2 HAh Unix/Linux &%

Rosetta Stone for Unix bhami. com/rosetta. html (a Unix command translator)
Unix guide cross referenceunixguide. net/unixguide. shtml
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http://www.freebsdwiki.net
http://docs.sun.com/app/docs/coll/40.10
http://bhami.com/rosetta.html
http://unixguide.net/unixguide.shtml

— fEEHE —

Linux 347438 www. linuxguide. it/commands list. php
Short Linux reference www. pixelbeat. org/cmdline. html

That’s all folks!

This document: “Unix Toolbox revision 12”7 is licensed under a Creative Commons Licence
[Attribution — Share Alike]. © Colin Barschel and Greco Shi 2007-2008. Some rights reserved.
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